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� e dynamic map is one of the most important technolo-
gies for the realization of high level automated vehicles. 
AD system must have recognition, decision, and operation 
functions. Sophisticated recognition requires map and ITS 
information to achieve high level self-position estimation, 
as well as on-board sensors such as video cameras, radars, 
lidars, or laser scanners to perceive the vehicle surround-
ings. A lot of various high level research and development 
is carried out as part of SIP activities to create high perfor-
mance and low cost dynamic maps.

Though AD systems fundamentally use high precision 
maps and on-board sensors, automated vehicles will be 
able to run more intelligently with ITS information.

Dynamic maps are maps consisting of both high-preci-
sion digital maps and ITS anticipative information. They 
have four layers, as shown in Fig. 1. � e bottom layer is a 
three-dimensional digital map which contains a high pre-
cision lane level road map with road shape and topological 
data, as well as road objects such as road sign, road paints, 
tra�  c signal poles, and stop lines.

Above that, Layer 1 is a semi-static information layer 
which shows scheduled phenomenon such as tra�  c con-
trol plans, road construction plans, or weather forecasts. 
Layer 2 is a semi-dynamic information layer that shows 

current phenomena such as tra�  c accidents, tra�  c conges-
tion occurring within the preceding 30 minutes, or the 
local weather forecast. The top layer consists of dynamic 
information that shows real-time changes from ITS antici-
pative information such as vehicle-to-infrastructure com-
munication (V2I), vehicle-to-vehicle communication 
(V2V), vehicle-to-pedestrian communication (V2P), or 
tra�  c signal rotation cycles.

� is information includes position data with timestamps, 
and is transmitted from support infrastructures to auto-
mated vehicles via V2X or mobile communication such as 
LTE, 4G, or 5G. � ese are plotted on the base layer map in 
the AD system, providing it with knowledge of surround-
ing conditions on the traveled route.

SIP research on dynamic maps cover the aspects listed 

1 About Dynamic Maps

2 � e Structure of Dynamic Maps

Fig. 1 Structure of a Dynamic Map

3 Research Items for Dynamic Maps

Overview of SIP Dynamic Map Research and Devel-
opment for Automated Driving

Masao Fukushima (Nissan Motor Co., Ltd)
Norifumi Ogawa (Mazda Motor Corporation)
ABSTRACT: Dynamic maps are three-dimensional high precision maps on which various kinds of semi-static (scheduled 
phenomena), semi-dynamic (current phenomena), and dynamic information (real-time changes), are combined with position 
data for smart automated driving (AD) and advanced driver assistance systems (ADAS).

Many SIP R&D measures are carried out to achieve the early realization, wide deployment of dynamic maps, as well as reduce 
their cost.

Dynamic map use will not be limited to vehicles featuring AD/ADAS, but also address social needs such as the prevention or 
mitigation of the e� ects of natural disasters, advanced agriculture, or infrastructure management and maintenance. � ese ele-
ments are therefore also considered in SIP-adus.

� e � nal stage of SIP R&D involves a large scale Field Operational Test (FOT) carried out by many of the stakeholders 
involved.
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below. � ese results are shown in item by item reports.
(1) Estimation of current SIP map specification (lane 

information, road objects accuracy, and so on)
(2) Development of methods for three-dimensional high 

precision static map creation and maintenance, includ-
ing automatic mapping systems.

(3) Consideration of the semi-static, semi-dynamic, 
dynamic information speci� cations and service meth-
ods.

(4) Dynamic map application considerations and research
(5) Communication speci� cation research on V2X
(6) ITS information service research at intersections.

3.1.　Estimation of Current SIP Map Speci� cation
Three-dimensional high precision map data for a long-

distance expressway route, ordinary roads in the 2020 
Tokyo Olympic and Paralympic Game stadium area, and a 
proving ground isolated from open roads, covering 
approximately 760 km, were prepared. Many of the SIP 
large scale FOT participants, OEMs (car manufacturers), 
suppliers, academic institutions, and other private firms 
are validating the map specification, accuracy, and other 
factors.

3.2.　Development of Method for � ree-Dimensional 
High Precision Static Map Creation and Maintenance 
Including an Automatic Mapping System

In order to serve accurate and low cost maps, effective 
map creation and maintenance methods were considered, 
with a particular focus automatic di� erence updates using 
AI technology and partial point cloud data gathering by 
road operators and contracted cargo trucks, or from ordi-
nary vehicle probe data.

3.3.　Consideration of Semi-Static, Semi-Dynamic, and 
Dynamic Information Speci� cations and Service Method

Road operators must have a road repair plan. Road level 
public tra�  c information services and means of data trans-
mission such as ETC 2.0 are already available. However 
automated vehicles and advanced ADAS cars need lane 
rather than road level information as shown in Fig. 4. Ways 
to create or transfer lane level information from infrastruc-
tures to automated vehicles were therefore considered.

3.4.　Dynamic Map Application Consideration and 
Research

Using dynamic maps only for automated vehicles has 
poor cost bene� t. � erefore, other applications of dynamic 
maps are being considered for businesses providing map-
based information service or to address social needs such 
as the prevention or mitigation of the effects of natural 
disasters, advanced agriculture, or infrastructure manage-
ment and maintenance.

Fig. 2 Dynamic map estimation area

Fig. 3 Example of map database update

Fig. 4 Example of lane level tra�  c condition information
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3.5.　Communication Speci� cation Research on V2X
Smart automated vehicles require connected car technol-

ogies that make use of V2X (V2I, V2V, V2P, 5G, probe 
data, so on), including existing infrastructure like second-
generation electronic toll collection (ETC 2.0) on high-
ways, advanced infrared beacons on ordinary roads, and 
LTE and 4G mobile communications.

Communication between automated vehicles—machine 
to X communication (M2X)—is needed. The results of 
these considerations are shown in item by item reports.

3.6.　ITS Information Service Research at Intersections
At intersections, automated vehicles need the following 

information to ensure tra�  c safety: real-time tra�  c signal 
information and signal rotation cycle, information on 
pedestrians crossing the road, oncoming vehicles, and 
more.

On-board sensors will not be able to acquire that infor-
mation. � erefore, road-side sensors will detect pedestri-
ans or oncoming cars, while the tra�  c signal rotation cycle 
will be obtained from the tra�  c management system, and 
the information will be sent to approaching automated 
vehicles via dedicated short range communications 
(DSRC)

3.7.　Communication Assets for Dynamic Maps
Various technologies, including mobile communication 

capable of mass data distribution and DSRC capable of 
handling real time information are being considered as 
communication methods to provide semi-dynamic and 
semi-static information for dynamic maps. In Japan, a 
number of ITS communication systems have been put into 
practical use since before 2000. � e ETC 2.0 system for toll 
collection also provides information for safe driving. In 
addition, the advanced infrared beacons and radio com-
munication road side units at intersections provide tra�  c 
signal information and tra�  c control, as well as tra�  c con-
gestion information. These systems have already spread 
throughout Japan. Systems spread on such a large-scale are 
a valuable social asset. Therefore the utilization of these 
systems is also being considered preferentially for the dis-
tribution of dynamic map data.

Dynamic maps are absolutely necessary for smart auto-
mated vehicles, and SIP has put a great deal of effort in 
their development. We are also taking care to avoid mak-
ing maps with unnecessarily high quality or maps that will 
not be accepted as either international or de facto stan-
dards.

Fig. 5 Dynamic map information service platform

Fig. 6 Merging scenario supported by machine-to-machine communication

Fig. 7 Vehicle-to-pedestrian communication using DSRC

Fig. 8 Wide area communication via mobile network

Fig. 9 ITS information services at an intersection

4 Summary
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Map cost reduction is also very important to ensure the 
widespread propagation of automated vehicles. We have 
been developing low-cost map maintenance methods and 
considering other uses such as businesses offering map-
based information services or social needs such as the pre-
vention or mitigation of the effects of natural disasters, 
advanced agriculture, or infrastructure management and 
maintenance.
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In automated driving systems, vehicle-mounted sensors 
(cameras, LiDAR, etc.) serve as a vehicle’s “eyes,” enabling 
safe and comfortable vehicle control. � e detection capa-
bilities of these vehicle-mounted sensor technologies have 
improved in recent years, but there are limits to what they 
can detect. Furthermore, there is a demand for the ability 
to use inexpensive sensors in regular vehicles. Dynamic 
maps can be used as a supplementary technology for vehi-
cle-mounted sensors. � ese dynamic maps can be used to 
supplement important automated driving functions, such 
as vehicle localization and path planning.

Dynamic maps are high-accuracy 3D maps overlaid with 
constantly changing information regarding the positions of 
nearby vehicles, the status of traffic signals, and so on. 
Dynamic maps are composed of four layers, as shown in 
Fig. 1: static information, semi-static information, semi-
dynamic information, and dynamic information. Static 
information is the high-accuracy 3D map itself. It is com-
posed of actual features (such as carriageway lines, street 
signs, and tra�  c signals) and virtual features (such as lane 
links, carriageway links, and intersection areas). Semi-
static information consists of future road transport infor-
mation (such as traffic congestion forecast information, 
restriction plan information, and weather forecast infor-

mation). Semi-dynamic information is composed of road 
tra�  c information such as accident information and tra�  c 
congestion information. Dynamic information consists of 
tra�  c signal information and information regarding physi-
cal objects on or near roads, such as the positions of nearby 
vehicles and pedestrians. Location referencing methods 
have been de� ned for linking these four layers, from static 
information to dynamic information.

In 2014, the Study of Advancement of Map Information 
(Information Assembly and Structuring) for Use in Studies 
and Investigations of the Approaches to Use in Resolving 
Issues A� ecting the Realization of Automated Driving Sys-
tems was carried out in preparation for the creation of the 
high-accuracy 3D maps that comprise dynamic maps. 
Mobile mapping systems (MMS) were used to measure 

1 Introduction

Fig. 1 Dynamic map four layer structure
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Dynamic Map Prototyping and Design, and Estab-
lishment of Data Linking Functions, Distribution 
Functions, and Updating Methods

Yoshiaki Tsuda (Mitsubishi Electric Corporation)
Naoto Sato, Namie Toyoda (Aisan Technology Co., Ltd.)
Hideto Yonezawa, Junya Oishi (Increment P Corporation)
Tomohiko Masutani, Kiyohiro Yamauchi, Akane Tanaka (Zenrin Co., Ltd.)
Shintaro Osaki (Toyota Mapmaster Incorporated)
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ABSTRACT: Over a � ve year period, beginning in 2014, we deliberated the approaches to use in relation to dynamic map static information 
requirements, data speci� cations, preparation guidelines, and encoding speci� cations, as well as the location referencing methods used to link 
static information and dynamic information in the dynamic maps necessary for automated driving systems. � rough the Large-Scale Field 
Operational Test (Dynamic Map), we conducted static information evaluation with the collaboration of test participants. Based on the evalu-
ation results, we concluded that the essential features that make up static information are su�  cient for use by automated driving systems. We 
also de� ned features for which there were numerous requests from test participants as quasi-essential features. � rough this test, we found 
that road signs, road markings, and the like change over the course of three to four months a� er dynamic maps are created, and we identi� ed 
a need to organize approaches to updating static information.
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Tokyo’s Odaiba area (approx. 65.3 km of roads), the acqui-
sition of features was verified, and issues were identified 
and organized.

Based on the results of these activities, in 2015, the Study 
of Prototyping and Evaluation Aimed at the Creation of 
Dynamic Maps for Use in Studies and Deliberations on the 

Approaches to Use in Resolving Issues A� ecting the Real-
ization of Automated Driving Systems was carried out. 
Automated driving system use cases were used to create a 
requirement speci� cations proposal, an automated driving 
system map data specifications proposal, and a map data 
preparation guideline proposal.

In 2016, a Study of Prototyping and Evaluation Aimed at 
the Creation of Dynamic Maps for Use in Studies and 
Deliberations on the Approaches to Use in Resolving Issues 
Affecting the Realization of Automated Driving Systems 
was carried out. It measured 50 km of ordinary roads and 
250 km of highways, and, based on map data encoding 
specifications proposal for automated driving systems 
(prototype data encoding specifications), created a high-
accuracy 3D map covering approximately 300 km.

Furthermore, in order to verify dynamic maps through 
the large-scale � eld operational test, a 758 km test area was 
created in 2017, with 20 Japanese and overseas motor vehi-
cle manufacturers, electrical component manufacturers, 
universities, and other organizations participating in the 
project and conducting a dynamic map evaluation. In car-
rying out this test, test participants’ feedback and results 
were collected and organized through dynamic map field 
operational test working group sessions in order to develop 
a de facto standard and contribute on an international scale.

In 2016, Dynamic Map Platform Planning Co., Ltd. was 
established, and in the following year, 2017, it became 
Dynamic Map Platform Co., Ltd. in preparation for com-
mercialization. Table 1 shows an overview of these past 
activities.

2.1.　Overview of Dynamic Maps
Table 2 shows map use cases for the automated driving 

systems discussed by SIP-adus. � e static, semi-dynamic, 
and dynamic information used by automated driving sys-
tems was identi� ed based on these use cases. � e location 
accuracy of static information was set to the equivalent of 
map information level 500, the location accuracy of semi-
dynamic information was set to lane level accuracy, and 
the location accuracy of dynamic information was set to 
several meters. � ese are de� ned in Requirement Speci� -
cations (Proposal) Ver. 1.0.

2 Dynamic Maps

Table 1 Overview and results of past activities

Table 2 Map use cases
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2.2.　Static Information Data Model
The Automated Driving System Map Data Specification 

Proposal Ver.1.1 (the data specifications) document was 
created based on the requirement speci� cations in 2.1.

Within the static information de� ned in these data speci-
fications, carriageway lines, pedestrian crossings, traffic 
signals, road signs, and the like are de� ned as actual fea-
tures, while lane links, carriageway links, intersection 
areas, and the like are de� ned as virtual features. � e data 
specifications also define the methods used to acquire 
actual features. Figures 2 to 6 show the acquisition de� ni-
tions for road signs, tra�  c signals, carriageway links, and 
lane links. Figure 7 is an illustrative depiction of static 
information.

Fig. 2 Road sign acquisition position example

Fig. 3 Tra�  c signal acquisition position example

Fig. 4 Shoulder acquisition position example

Fig. 5 Road marking acquisition position example

Fig. 6 Lane link and carriageway link acquisition position example
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� ese data speci� cations de� ne attribute information and 
related information. � e data structure is indicated in Fig. 
8. � e data speci� cations de� ne collaborative area features 
and competitive area features separately (Table 3). During 

deliberations regarding the collaborative area, opinions 
were exchanged with two major overseas map suppliers, 
and features used globally were speci� ed as essential fea-
tures.

Fig. 7 Depiction of static information

Fig. 8 Examples of de� nitions of feature attributes and related information
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2.3.　Static Information Encoding Speci� cations
The Automated Driving System Map Data Encoding 

Speci� cation Proposal (Prototype Data Encoding Speci� -
cations) Ver.1.0 was created based on this static informa-
tion data model.

Static information is divided into four types of records, as 
shown in Table 4: metadata records, feature records, attri-
bute records, and feature relationship records. Figure 9 
shows an example of static information (feature record).

2.4.　Static Information Generation Method
A mobile mapping system (MMS) is used to satisfy static 

information location accuracy requirements. Table 5 shows 
the static information creation procedure.

Table 3 List of essential/extended features

Table 4 Data structure of static information

Fig. 9 Example of static information (feature record)

Table 5 Static information creation procedure
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2.5.　Location Referencing Method
� e location referencing method de� nes how static infor-

mation (high-accuracy 3D maps) is linked to dynamic 
information, semi-dynamic information, and semi-static 
information.

� ere are four location referencing methods that can be 
used with dynamic maps (see Table 6). Types 1 and 2 were 
used for the dynamic maps in the large-scale � eld opera-
tional test.

Types 1 and 2 express location information in terms of 
distance from common reference points (CRPs). CRPs are 
virtual features de� ned for intersection areas. � ey are used 
as reference points for linking dynamic or other informa-
tion to static information. CRPs are de� ned for the centers 
of ordinary road intersection areas (see Fig. 11) and on lane 
links in intersection areas of highways (see Fig. 12).

CRP specifications are stipulated in the Dynamic Map 
Semi-dynamic/Semi-static Information Data Speci� cations 
(Proposal).

Location information expression types 1 and 2, used in 
the large-scale � eld operational test, are de� ned below.

1) Location information expression type 1
Location information expression type 1 is primarily used 

to indicate the locations of vehicles and pedestrians, etc., 
inside intersection areas. As shown in Fig. 13, distance dif-
ferences from CRPs defined for intersection areas are 
expressed using rectangular coordinate systems with the 
structure shown in Table 7.

Fig. 10 Example of MMS point group data

Table 6  Types of location referencing methods

Fig. 11 Example of CRP de� ned for an ordinary road

Fig. 12 Example of CRP de� ned for a highway

Fig. 13 Conceptual image of location information expression type 1
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2) Location information expression type 2
Location information expression type 2 is primarily used 

to indicate the locations of phenomena outside of intersec-
tion areas. Figure 14 shows, carriageway links connect a 

pair of CRPs, one for the start point and one for the end 
point, defined for intersection areas. The position on the 
carriageway link is expressed in terms of road distance, 
and the o� set distance from the carriageway link is used to 
express the carriageway lateral position and lane location, 
with the structure shown in Table 8.

2.6.　Linking Semi-Dynamic and Static Information
Linear semi-dynamic information such as tra�  c conges-

tion information and restriction information is expressed 
using expression types 1 and 2 and start and endpoints (see 
Fig. 15).

Figure 16 and 17 show examples of linking semi-dynamic 
information and static information.

2.7.　Linking Dynamic and Static Information
Point dynamic information such as tra�  c signal informa-

tion and crosswalk pedestrian information is expressed 

Table 7 Location information expression type 1 data elements

Fig. 15 Semi-dynamic information concept

Fig. 16 Tra�  c congestion information

Fig. 17 Tra�  c restriction information

Fig. 14 Conceptual image of location information expression type 2

Table 8 Location information expression type 2 data elements
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using expression type 1 and intersection centers (see Fig. 18).

Figure 19 shows an example of linking dynamic and static 
information.

3.1.　Method of Evaluating Static Information
Figure 20 and 21 show the Large-Scale Field Operational 

Test (Dynamic Map) test area. � e blue lines in the � gure 
are the 300 km area created in 2016, and the red lines are 
the test areas added in 2017 (the total length or red and blue lines is 758 km).

Table 11 shows the static information features distributed 
during the veri� cation test.

3.3.　Evaluation Results
 Feature usage status information and requests for 

improvements to static information were collected from 
test participants, and evaluated.

3.3.1.　Feature Usage Status
Table 12 shows the status of feature usage by test partici-

pants and the evaluation results. Some test participants 
requested the addition of features other than essential fea-
tures. Data speci� cations were reviewed based on requests 
for additional features and the Japan Automobile Manufac-
turers Association’s feature recommendations. Table 13 

Fig. 18 Dynamic information concept

Fig. 19 Vehicle, pedestrian, and tra�  c signal information

3 Evaluation of Static Information

Fig. 20 Static information evaluation area (total length: 758 km)

Fig. 21 Static information evaluation area (ordinary roads: 50 km)

Table 11 List of essential/extended features
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shows the results of the review.
Based on the above, the essential features in the data 

speci� cations were found to be su�  cient for use by auto-
mated driving systems.

Table 12 Feature usage conditions and evaluations

Table 13 Requests for addition of features other than essential features
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3.3.2.　Requests for Improvements from Test Partici-
pants

Test participants pointed out some discrepancies in the 
positions and existence of road markings, signs, tra�  c sig-
nals, and the like. These were caused by construction or 
other activities after the data was prepared. There were 

20,991 prepared features and 134 improvement requests.
Table 14 shows the types and numbers of improvement 

requests.
Tables 15 and 16 show typical examples of improvement 

requests. Table 15 shows an example in which a gantry and 
signs (three signs each for outbound and inbound lanes) 
were present when the data was generated, but had been 
removed by the time the field operational test was per-
formed. Table 16 shows a road marking (bus stop) that was 
added a� er the data was generated.

Essential feature: Collaborative area features envisioned as being used by many
automotive manufacturers
Quasi-essential feature: Features requested by test participants
Extended feature: Other features

* Features for which consensus has been reached with two major overseas map
suppliers

Table 14 Types and numbers of improvement requests

Table 15 Improvement request example (data contains non-existent sign)

Table 16  Improvement request example (road marking missing from data)
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3.3.3.　Issues
As Table 14 shows, the main improvement requests were 

to address issues in which features existed when the data 
was generated but no longer exist, and issues in which fea-
tures didn’t exist when the data was generated, but cur-
rently do exist.

These were caused by changes to roads in the three to 
four months after MMS measurement. When there are 
changes to roads, static information must be updated. 
Updating static information involves a sizeable cost, so the 
approach used to update static map information must be 
given consideration, taking into account the timing of fea-
ture and road updates, update frequency, and other factors.

� is article discussed the approach used in dynamic map 
static information requirements and data specifications, 
preparation guidelines, encoding specifications, and the 
like, and described the location referencing method that 
uses CRPs to link static information with dynamic infor-
mation and semi-dynamic information.

Based on the results of evaluations by Large-Scale Field 
Operational Test (Dynamic Map) participants, we concluded 
that the essential features that make up static information 
(14 features) are su�  cient for use by automated driving sys-
tems. Test participants also agreed that features for which 
there were numerous requests would be defined as quasi-
essential features so that they could be developed as needed 
by individual companies during practical implementation.

We found that, within the category of static information, 
there were examples of road signs and road markings 
changing over the course of three to four months after 
MMS measurement was performed, and we identified a 
need to organize approaches to updating static informa-
tion. We will consider these items during the 2018 field 
operational test.

� is research and development work was carried out with 
the collaboration of Program Director Seigo Kuzumaki, 
members of SIP-adus, and Large-Scale Field Operational 
Test (Dynamic Map) participants, as well as Dynamic Map 

Platform Co., Ltd. and Mitsubishi Research Institute, Inc., 
which were involved in the creation of the dynamic maps.
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JASPAR established the Dynamic Vehicle Information 
Sharing Working Group in 2017. � ey started to create the 
vehicle information exchange interface specifications 
referred to as the Common Vehicle Information Speci� ca-
tion.

� e purpose of this speci� cation is to share vehicle infor-
mation among industries through the dynamic map plat-
form.

� e scope of the JASPAR Common Vehicle Information 
Speci� cation is depicted in Fig. 1.

� e JASPAR Common Vehicle Information Speci� cation 
consists of three parts, the concept speci� cation, the data 
set specification and the API specification. The concept 
speci� cation de� nes use-cases for the vehicle information 
and its necessary data. The data set specification defines 
the exchange data format between di� erent cloud services. 
The API specification defines the API to send, delete or 
reference data from the OEM side in the dynamic map 
platform presented in Fig. 1.

2.1.　Purpose
� e main purpose of this project is to evaluate the feasi-

bility of the JASPAR Common Vehicle Information Speci-
� cation using real vehicle information. � e experiment is 
done by joining the SIP Large-scale Field Operational Test.

2.2.　Period
� is project started October 30, 2017 and will end in Feb-

ruary 28th, 2019. � is report shows the status of the proj-
ect from October 30th, 2017 through September 2018.

2.3.　Content to evaluate
This project makes use of traffic flow content that indi-

cates vehicle average speed on a certain section of road.
Tra�  c � ow is one of seven items that the JASPAR Com-

mon Vehicle Information speci� cation de� nes.
We decided to evaluate both road- and lane-level tra�  c 

� ow.

2.4.　Evaluation scheme
Fig. 2 shows the experiment scheme of this project.

� e road-level tra�  c � ow is created by utilizing the vehi-
cle trajectory data from a commercial service (called 

1 Background

Fig. 1 Scope of Common Vehicle Information Speci� cation

2 Project Overview

Fig. 2 Evaluation scheme
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① Dynamic Maps

Strategic Innovation Promotion Program (SIP) Auto-
mated Driving Systems/Large-scale Field Operational 
Test/Dynamic Map/Utilization of Vehicle Probe 
Information

Eiji Muramatsu et al. (Pioneer Corporation)
ABSTRACT: Vehicle probe information is getting more important than ever. It is useful to get data on road situations such as tra�  c � ow, 
objects, as well as weather conditions, in near real-time. It is expected that this kind of information will be shared among industries to realize 
a more e�  cient and safer society especially when automated vehicles become a reality.
� e purpose of this project is to evaluate the feasibility of the vehicle probe information exchange interface between cloud services through 
the large-scale � eld operational test conducted by SIP. � e interface speci� cations are currently under development by the Dynamic Vehicle 
Information Sharing Working Group in Japan Automotive So� ware Platform and Architecture (JASPAR).
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“Smart loop”) o� ered by Pioneer Corporation.
The data is derived from vehicles on the road equipped 

with a car navigation system. � e vehicle trajectory infor-
mation is matched to the road links of the Japan Digital 
Road Map Association (DRM). � e average speed of vehi-
cles is then calculated based on DRM road links.

In contrast, the lane-level traffic flow is created using 
experiment vehicles equipped with modified car naviga-
tion systems. Currently, the lane-level position cannot be 
determined by GNSS, so the experiment vehicle drives in a 
pre-de� ned lane and generates the tra�  c � ow for that lane. 
� e vehicle trajectory information is matched to lane links 
in the SIP dynamic map to calculate the average speed of 
vehicles for a section length based on SIP lane links.

� e next step is to convert tra�  c � ow data to the JASPAR 
message data format specified by the Common Vehicle 
Information Data Set Speci� cation.

Fig. 3 shows an overview of the tra�  c � ow message data 
format de� ned by the JASPAR speci� cation.

Finally, the message is transmitted to the dynamic map 
platform using the REST API speci� ed by the JASPAR API 
speci� cation.

To confirm the traffic data visually, we utilized the 
dynamic map viewer provided by SIP for the Large-scale 
Field Operational Test.

Fig. 4 shows an example image of road-level tra�  c � ow 
on the SIP Dynamic Map viewer. As you can see, the tra�  c 
flow data can contain altitude information to distinguish 
overpasses or road underneath.

� e dynamic map platform de� ned in the JASPAR speci-
� cation is operated by Dynamic Map FOT (Field Opera-
tional Test) Consortium, which is the management body of 
the SIP Dynamic Map Large-scale Field Operational Test.

� e Field Operational Test starts in October 2018 and our 
tra�  c � ow data will be treated as transient dynamic data 
for the dynamic map in their project.

We needed to con� rm that the tra�  c � ow data was trans-
mitted to their server without problems.

4.1.　Implementation speci� cation
� e JASPAR speci� cation does not specify implementa-

tion speci� c matters. We created implementation speci� ca-
tions to connect and communicate appropriately with each 
server. Table 1 shows example items from the implementa-
tion speci� cation that we de� ned.

4.2.　Logical connection test
We also created a test speci� cation for the logical connec-

tion test between the servers of each party. � e test items 
are classi� ed as follows:

·     Format 
Check if the data format complies with the JASPAR 
speci� cation.

·     Data 
Check if the system works for various data ranges.

·     Performance 
Check that the system is not vulnerable to high loads.

Fig. 3 Tra�  c � ow message structure of JASPAR speci� cation

3 Con� rmation of the Tra�  c Flow Data

4 Connecting to the Dynamic Map plat-
form

Table 1 An example item of implementation spec

Fig. 4 Visualized image of road-level tra�  c � ow data Fig. 5 Connection test with Dynamic Map FOT Consortium
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4.3.　System test
To confirm that all systems work as we expected, we 

started a systems test that utilized the � nal environment of 
the � eld operational test.

For lane-level tra�  c � ow data, we prepared some experi-
ment vehicles and gathered real-world vehicle information.

Figure 6 shows the driving course for the lane-level tra�  c 
� ow data.

Figure 7 shows an image of the results of the lane-level 
tra�  c � ow collected from experiment vehicles and trans-
mitted to the dynamic map platform using the JASPAR 
Common Vehicle Information Speci� cation.

We found some problems to be pointed out in the JAS-

PAR speci� cations during the implementation/evaluation.
Table 2 shows the example items that we reported to the 

JASPAR Working Group.

We measured the calculation delay of our server (between 
when probe data was received and when the JASPAR tra�  c 
� ow message data was sent to the dynamic map platform) 
to understand our server performance and possible tran-
sient dynamic data latency.

In doing so, we found that the map matching function 
takes a relatively longer time than the other functional 
modules. We plan to continue investigating the overall 
delay in cooperation with the Dynamic Map FOT Consor-
tium.

� e Large-scale Field Operational Test will start in Octo-
ber 2018. � e road-level tra�  c � ow data will be delivered 
from October 1st to December 27th, except for the period 
of November 26th to November 30th. � e lane-level tra�  c 
� ow will be delivered from November 26th to November 
30th.

� e progress of this project is on schedule. We are con-
tinuing to proceed with the experiment and evaluations in 
cooperation with the Dynamic Map FOT Consortium. � e 
� nal report is planned for submission in February 2019.

References
(1) JASPAR, Common Vehicle Information Concept Speci� -

cations Dra�  ver. 1.0 (February 1, 2018)

Fig. 6 Driving route for lane-level tra�  c � ow

Fig. 7 Lane-level tra�  c � ow � eld check using SIP Dynamic Map Viewer

5 Feedback to JASPAR Working Group

6 Measurement of Calculation Delay

7 Future schedule

Fig. 8 Deliver area of road-level tra�  c � ow data (Green area)

8 Conclusion

Table 2 Example feedback items for JASPAR Working Group
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The purpose of this study was to gather information 
through a survey of the tra�  c information currently being 
provided, as well as an exchange of views with the relevant 
entities, for using semi-static and semi-dynamic informa-
tion in the dynamic maps expected to be used by auto-
mated driving systems (ADS). A proposed testing plan has 
been prepared for conducting tests to verify the use of 
lane-level tra�  c information for automated driving.

2.1.　Speci� cations for semi-static and semi-dynamic 
lane-level tra�  c information, as well as technical trends 
and speci� cations for methods of provision.
2.1.1.　Process for Providing Tra�  c Information

Fig.1 shows the process for providing tra�  c information. 
Traffic information in Japan passes through three stages 
before use: information collection and consolidation, 
information processing and editing, and information pro-
vision.

2.1.2.　Speci� cations for Semi-Static and Semi-Dyna-
mic Lane-Level Information

Common data formats and specifications have been 
issued to interchange road traffic information smoothly 
between traffic administrators, road administrators, the 
Japan Road Tra�  c Information Center (JARTIC), and the 
Vehicle Information and Communication (VICS) center 
on the process for providing tra�  c information (see Fig. 1). 
The VICS center, UTMS society of Japan, and Highway 
Industry Development Organization (HIDO) jointly own 
and manage the intellectual property concerning these 
speci� cations. In Japan, tra�  c information has been pro-
vided as VICS links, which are segments created by divid-
ing up the road network into inter vals  between 
intersections or other road sections.

2.2.　Domestic Projects and Mechanisms for Handling 
Semi-Static and Semi-Dynamic Lane-Level Tra�  c Infor-
mation

The data format used to transmit semi-static and semi-
dynamic tra�  c information via FM multiplex broadcasts is 
de� ned in ARIB STD-B3 ARIB Standard for Operation of 
The FM Multiplex Broadcasting System. Of the types of 
road tra�  c information, a format has been de� ned for reg-
ulatory information, making it possible to provide infor-
mation on regulatory events at the individual lane level. 
This format is almost the same as that for both infrared 
beacons and radio wave (RF) beacons.

2.3.　Points to Verify when Using Road Tra�  c Informa-
tion for ADS

For ADS to be able to use lane-level tra�  c information, it 
will be necessary to verify whether or not there are prob-
lems with regard to the issues described below.

1 Purpose

2 Study of Providing Lane-Level Tra�  c 
Information in Japan

Fig. 1 Process for providing tra�  c information (1).
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A Study of Speci� cations for Providing Lane-Level 
Tra�  c Information in Dynamic Maps

Koichi Miyashita, Suguru Kawajiri and Shintaro Shimizu (Mitsubishi Research Institute, 
Inc.)
ABSTRACT: For automated driving to be able to use lane-level tra�  c information, it will be necessary to verify whether or not there are 
problems with regard to the following issues: 1. errors due to data conversion in the multiple conversion processes conducted when providing 
tra�  c information, 2. di� erences in map accuracy, updating frequency and so on between the maps used for human drivers to provide route 
navigation and the maps used by systems, including automated driving, and 3. time lag at each stage in the generation, transmission and 
utilization of tra�  c regulatory information by the vehicle. A proposed testing plan has been prepared to conduct tests to verify these issues as 
part of a di� erent project during the next � scal year. In this study, an equipment con� guration to receive the regulatory information distrib-
uted by road operators and overlay this information onto the dynamic maps was proposed.
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2.3.1.　Data Conversion Errors
In providing tra�  c information, errors may occur during 

multiple data conversion processes as shown in Fig. 2, 
therefore veri� cation is needed to ensure that there are no 
discrepancies in positional recognition.

2.3.2.　Di� erences between Dynamic Maps and Digital 
Road Maps

When the map used by the ADS (dynamic map) and the 
map used to provide tra�  c information (digital road map) 
are di� erent (see Table 1), it must be veri� ed that the tra�  c 
information can be correctly correlated with the dynamic 
map.

2.3.3.　Time Lag at Each Stage in the Generation, 
Transmission and Use of Information by the Vehicle

Time lags as shown in Table 2 may occur during the pro-
vision of tra�  c regulatory information.

3.1.　Exchange of Information with Relevant Entities in 
Japan Regarding the Provision of Lane-Level Tra�  c 
Information

We held opinion exchange conferences to share informa-
tion about the provision of lane-level traffic information 
with relevant entities in Japan. The attendees were the 
National Police Agency Traffic Bureau, the Ministry of 
Internal A� airs and Communications Telecommunications 
Bureau, and the Ministry of Land, Infrastructure, Trans-
port and Tourism Road Bureau, while the observers were 
the VICS center, HIDO, the Japan Traffic Management 
Technology Association, the Japan Automobile Manufac-
turers Association (JAMA) , the Japan Digital Road Map 
Association (DRM) , JARTIC, the UTMS society of Japan, 
East Nippon Expressway Company (NEXCO East), Cen-
tral Nippon Expressway Company (NEXCO Central) and 
the Dynamic Map Large-Scale Field Operational Test Con-
sortium.

3.2.　Study of the Speci� cations for Lane-Level Tra�  c 
Information Needed to Implement Automated Driving

We investigated formats and specifications for the lane-
level traffic information needed to implement automated 
driving, as well as use case scenarios for connected and 
automated vehicles (CAVs) utilizing this information.

On the highway, lane-level tra�  c regulatory information 
defined in common data formats and specifications was 
provided through FM multiplex broadcasting and ETC 2.0. 
Lane-level tra�  c regulatory information also may be pre-
sumed to be used in automated driving.

JAMA has organized four use case scenarios for CAVs, as 
shown in Table 3. These common use cases are not only 
applied by JAMA, but also shared with other related orga-
nizations(2).

Information useData processing, editing
and provision

Fig. 2 Process for road tra�  c data format conversion.

Table 1 Comparison of dynamic map and digital road map.

Table 2 Types of time lag and examples.

3
Study of Domestic E� orts Relating to the 
Provision of Lane-Level Tra�  c Informa-
tion
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3.3.　Preliminary Dra�  Plan for Test of the Provision of 
Lane-Level Tra�  c Restriction Information

Study of test plans in anticipation of the proving tests to 
be conducted during the next � scal year by the Cross-Min-
isterial Strategic Innovation Promotion Program (SIP), in 
order to con� rm the following two points:
1. Technical confirmation that lane-level traffic restric-

tion information can be used in dynamic maps.
2. Con� rmation by test participants in the dynamic map 

proving tests that lane-level tra�  c restriction informa-
tion can be used.

3.3.1.　Proposed Con� guration of Equipment to Use 
for Technical Veri� cation

For the “dynamic map” proving tests in the SIP Auto-
mated driving system / Large-scale Field Operational Tests, 
the test functions used by dynamic maps on the vehicle 
side are expected to be employed for the lane-level tra�  c 
restriction information that provided by the ETC 2.0 road-
side unit (see Fig. 3).

Veri� cation of the test functions (on the vehicle side) that 
have been constructed in the dynamic map proving tests.

3.3.2.　Proposed Test Schedule and Locations
We proposed test schedule and locations as shown in 

Table 4. Fig.4 shows the test locations and provision status 
of the lane-level tra�  c restriction information.

We con� rmed that lane-level tra�  c restriction informa-
tion (restrictions on driving in driving lanes, passing lanes, 
etc.) is currently being provided on some expressways 
using FM multiplex broadcast and the ETC 2.0 system. � e 
points of contention regarding the use of lane-level tra�  c 
restriction information on ADS were identified. During 
the next fiscal year, proving tests to verify that lane-level 
traffic restriction information can be used in dynamic 
maps are expected to be conducted through the SIP Pro-
gram, and preliminary dra�  plans for the proving tests are 
currently being studied.

References
(1) VICS Center website (http://www.vics.or.jp/en/vics/

pdf/vics_pamph.pdf).
(2) Norifumi Ogawa: “Status of Connected Vehicle Tech-

nology Development for Automated Driving in Japan”, 
SIP-adus Workshop 2017, http://en.sip-adus.go.jp/evt/
workshop2017/file/evt_ws2017_s3_NorifumiOgawa.
pdf, (2017).

Table 3 Prioritized use case scenarios for CAVs (2)

Fig. 3 Anticipated equipment con� guration.

Table 4 Proposed test schedule and locations.

Fig. 4  Test locations and provision status of lane-level tra�  c restriction 
information.

4 Conclusion
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Static high-precision 3D maps, which form the basis of 
dynamic maps promoted and maintained for use as auto-
matic driving maps on highways, are being developed. 
Static high-precision 3D maps are required to remain up to 
date and maintain a high level of quality. If we can alleviate 
the cost burden on users while satisfying the update fre-
quency and quality requirements, their use can be expected 
to spread. We examined the time and cost improvement 
e� ectiveness of creating and updating maps using automa-
tion technology.

2.1.　Static High-Precision 3D Map Data Generation 
Process

An example of the process leading up to the generation of 
static high precision 3D map data is shown in Fig. 1. � e 
map generation process is classi� ed into measurement and 
mapping. We considered the application of automation 
technology for this mapping process. For veri� cation pur-
poses, an intercity highway (the Tomei Expressway around 
the Ebina junction) and an urban expressway (the Metro-
politan Expressway, C1) were taken as typical examples of 
highways.

2.2.　Practical Veri� cation of Automated Mapping
2.2.1.　Performance Evaluation of Automated Mapping

� e following indicators are used as evaluation indices for 
automated mapping. � ese de� nitions are shown in Fig. 2.
(1) Correct ratio: (C) / (B) in Fig. 2

Ratio of the correct features in the automated mapping 
results.
(2) Detection ratio: (C) / (A) in Fig. 2

The ratio of all correct features detected by automated 
mapping.
(3) False detection ratio: (3) in Fig. 2

Ratio of items that do not actually exist found in the auto-
mated mapping result.
(4) Undetected ratio: (4) in Fig. 2

� e ratio of all correct features not detected by automatic 
mapping.

Table 1 shows the evaluation results on the expressway. 

1 Introduction

2 Practical Veri� cation of Automation 
Technology

Fig. 1 An example of the � ow until static high precision 3D map data is 
generated

Fig. 2 De� nition of evaluation index
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Change Detection and Automated Mapping for 
Dynamic Maps

Yasunari Goto, Takuma Kadoya (Mitsubishi Electric Corporation)
ABSTRACT: Static high-precision 3D maps, which form the basis of dynamic maps promoted and maintained for use as automatic driving 
maps on highways, are required to remain up to date and maintain a high level of quality. We proposed an automation technology for map 
generation to reduce map creation costs and realize quick updates. We con� rmed the e� ectiveness of improving the map generation cost by 
comparing and verifying the automation technology and existing map generation method. As improvement measures included not only map 
generation but also data measurement, we implemented real-time measurements and diagrams. We will proceed with a veri� cation of the 
technology for practical application.

Table 1 Evaluation results of automated mapping
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Figure 3 shows an example of the result of automated map-
ping. For the shoulder edge and road lines, the results of 
automated mapping were compared with the correct data.

As shown in Fig. 4, the error factor of the shoulder edge 
was dominant in the case where the point cloud data of the 
shoulder was not acquired due to obstruction by plants or 
a vehicle running parallel to the measurement vehicle. 
Automated mapping has a function to generating the 
shoulder edge by interpolation if a vehicle running in par-
allel blocks a certain section. However, there are cases 
where interpolation is impossible, so there is room for 
improvement.

For the lane division line, there were cases where road 
markings such as paint blurring and arrows were errone-
ously detected as lane division lines. In particular, the 
in� uence of road markings is observed more frequently in 
curves than in straight lines, and we will continue to 
improve and re� ne the detection algorithm for automated 
mapping.

2.2.2.　Veri� cation of the E� ectiveness of Improve-
ment Achieved with Automated Mapping

As shown in Fig. 5, the time required for automatic 
method and for the previous method (manual mapping) 
was measured to con� rm the e� ectiveness of the improve-
ment obtained by applying automated mapping. We con-
firmed the following reductions in map creation time 
(including automatic processing time and manual con� r-
mation / modi� cation time) when automated mapping is 
used.

Shoulder edge: About 75% reduction
Lane division line: About 30% to 40% reduction

2.3.　Practical Veri� cation of Change Detection
Two kinds of technologies were examined and evaluated 

as change detection technology for map updates. One is 
point cloud change detection, which detects changes in 
roads and makes it possible to judge whether a modi� ca-
tion of the map is necessary. � e second is dynamic maps 
change detection, which extracts only the features to 
update in the static high-precision 3D map. � rough these 
two techniques, it is easy to generate update data and dis-
tribute it.

2.3.1.　Point Cloud Change Detection
In order to judge whether there was a change in the road, 

we extracted the di� erence between past point cloud data 
and newly measured point cloud data using point cloud 
change detection technology. The extracted difference 
points are shown in Fig. 6. Four items, representing di� er-
ences in shape (addition and deletion) and re� ected lumi-
nance (addition and deletion), in the point cloud data are 
detected in order to detect changes in road shape, lane 
markings and road signs. In Fig. 6, a change in the lane 
division line has been extracted. Based on this detection 
result, it can be judged that a correction of the lane divi-
sion line is necessary, and that only the lane division line 
should be corrected on this route.

2.3.2.　Dynamic Maps Change Detection
When a change in the road is detected by point cloud 

change detection, the static high-precision 3D map is cor-

Fig. 3 A result example of the automated mapping

Fig. 4 Examples of error factors

Fig. 5  Con� rmation of the e� ectiveness of improvement by comparing 
map creation time

Fig. 6 Example of the point cloud change detection

� e di� erence in lane 
division line is shown in 
green.
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rected by the automated mapping technique. We extracted 
the difference between the result of automated mapping 
and the existing static high-precision 3D map through 
dynamic map change detection. � e results are shown in 
Fig. 7. By comparing the data, it is possible to detect the 
parts with differences and extract variations on a feature 
basis. Although a separate discussion is required for the 
distribution method of the update data, it is expected that 
the data update and distribution cost can be reduced by 
minimizing the amount of data to replace.

In order to more efficiently generate and update static 
high precision 3D maps using automation technology, we 
combined automation technology with real-time MMS to 
make the automation operate in real time. Since the 
dynamic map data conversion is performed in the MMS 
vehicle, spending the time required for normal MMS mea-
surement such as copying terabytes of data, is unnecessary, 
and real-time MMS also eliminates the time needed to 
generate the point cloud data. Figure 8 visualizes the pro-
cess from measurement to mapping.

Figure 9 shows the overall process. For real-time centime-
ter grade high precision positioning with real-time MMS, 
we used the centimeter level augmentation service (CLAS) 
of the quasi-zenith satellite system (QZSS), which makes it 
is possible to generate highly accurate point cloud data in 
real time.

In order to cope with the invisible satellite section, iner-
tial navigation system (INS) combined positioning, which 
uses the inertial measurement unit (IMU) and the odome-
ter, was adopted, and post-processing analysis of MMS was 
realized in real time. By sequentially applying the point 
cloud data generated in real time to the processing of auto-
mation technology, it is possible to generate the map in the 
vehicle.

We evaluated the practicality of the automation technol-
ogy and veri� ed the e� ectiveness of the improvement with 
the aim of improving the efficiency of generating and 
updating static high-precision 3D maps serving as the 
basis for dynamic maps. It was con� rmed that false detec-
tion and non-detection by the automation technology is 
predominant due to disturbance such as in� uence of plants 
or other vehicles, and that point cloud data can be gathered 
correctly if it can be measured without disturbance. How-
ever, since actual disturbance always occurs in actual mea-
surements, we will promote the practical application of 
automation technology and work on making continuous 
improvements to the algorithm.

We will also proceed with the veri� cation of further e�  -
ciency improvement for future map updates using real 
time automation technology.
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Fig. 7 Example of the dynamic maps change detection

3 Real-Time Automation Technology

Fig. 8  Process from measurement to mapping using real-time MMS and 
automation technology

Fig. 9 Real-time MMS process with automation technology

4 Conclusion
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� e purpose of this study was to promote the utilization 
of dynamic maps for automated driving systems along with 
the three-dimensional map common platform data 
acquired during the platform development process (3D 
map common platform data) in public surveying and mul-
tipurpose applications, with the aim of creating new value 
and services through future realization of the goals of 
Japan’s Society 5.0 vision. We have clari� ed the basic data 
structure requirements that are necessary in terms of appli-
cation to public surveying, road ledger preparation, sup-
port  for  snow removal ,  and te lecommunicat ion 
infrastructure management, along with the challenges to 
be resolved, and we have established speci� c use cases and 
evaluated the requirements from the standpoints of prepa-
ration methods, procedures, quality, and cost. With respect 
to using 3D map common platform data, etc. in public 
surveying and multipurpose use, the idea is that 3D map 
common platform data will be supplied according to the 
needs of users, as shown in Fig. 1. In addition, it is 
expected that the existing content will be expanded, 
depending on the requirements for use in public surveying 
and multipurpose use.

2.1.　Identi� cation of 3D map Common Platform Data 
Requirements (Accuracy- and System-Related Challenges)

In the development of 3D map common platform data, 
which is prepared by private entities for use in public sur-
veying results, the data must have adequate accuracy for 
use in public surveying, and must meet the system-related 
requirements of public surveying. � erefore, we have pre-
pared a 3D Map Common Platform Data and Dynamic 
Map Work Manual (Preliminary Draft) by verifying 
whether the level of accuracy is adequate for use in public 
surveying and whether the necessary requirements of pub-
lic surveying are met, while referring to results from past 
years. With regard to accuracy requirements, we have con-
cluded that the only solution is for the 3D map common 
platform data to satisfy accuracy requirements equivalent 
to those of the public surveying work regulation standards 
(revised March 31, 2016). With regard to accuracy-related 
challenges, we have clari� ed di� erences between the work 
regulation standards and the preparation of 3D map com-
mon platform data and studied techniques and operation 
methods that are both rational and efficient. We have 
placed the greatest emphasis on how to lower the cost of 

1 Study Summary

Fig. 1.  Diagram of 3D map common platform data when expanding 
automated driving dynamic maps for multipurpose use

2
Study on Use in Map Applications for 
Public Use (Study for Application in Pub-
lic Surveying)

Development of Automated Driving SystemsI

① Dynamic Maps

Feasibility Study for Multipurpose Use of Dynamic 
Maps

Naoyuki Tsuchida (Dynamic Map Platform Co., Ltd)
ABSTRACT: � is study was performed in order to identify the challenges for speci� cations in dynamic map preparation and clarify the nec-
essary basic data structure requirements and the challenges to be resolved, based on on-site demonstration using speci� c use cases, for the 
ultimate purpose of employing the dynamic maps and three-dimensional map common platform data acquired during the dynamic map 
preparation process in public services.

Table 1  Measures for use of automated driving dynamic maps in public 
surveying
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installation of correct-answer values (ground control point, 
abbreviated GCP) obtained on-site using evaluation meth-
ods of absolute accuracy. Meanwhile, with regard to sys-
tem-related challenges, it was necessary to study means of 
implementing the project of preparing 3D map common 
platform data in the context of public surveying. Table 1 
below summarizes the (proposed) accuracy-related and 
system-related measures, with reference to advice and 
guidance from the Geospatial Information Authority of the 
Ministry of Land, Infrastructure, Transport and Tourism.

2.2.　Study of Methods to Assure Accuracy and Quality
Under the existing approach, when di� erences from GCP 

fail to meet the standard, accuracy is improved either by 
repeat measurement or by means of adjustment based on a 
control point. However, GCP installation has a consider-
able impact on cost because of the on-site work that it 
involves. � erefore, we have devised ways to make e� ective 
use of existing resources of the public and private sectors, 
such as a method of GCP limitation by combined evalua-
tion and analysis of good measurement data as an e� ective 
replacement for GCP installation, and enabling the use of 
aerial photography results in verification. We have also 
given consideration to new technologies expected to be 
effective in 3D map common platform data preparation, 
accuracy improvement using quasi-zenith satellites, and 
the feasibility of automated plotting based on high-density 
point group data.

Con� rming the Usefulness of 3D Map Common Platform 
Data Based on the Speci� cations of Systems for Automated 
Driving Mobile mapping systems (MMS) are promising for 
future multipurpose use, because they use high-resolution 
lasers and images to supply the information needed by 
automated vehicles when detecting their surroundings, 
and o� er a high level of visibility and a�  nity. However, the 
speci� cations of MMS equipment are varied, and it is nec-
essary to study the requirements needed to improve their 
multipurpose and practical expandability. These systems 
are expected to be used in many ways by relevant govern-
ment agencies and key infrastructure management compa-
nies because of their public nature. In the study, we have 
examined use cases and identified the requirements and 
challenges in order to clarify the di� erences between con-
ventional maintenance methods in each of the use cases 
and the maintenance speci� cations for dynamic maps for 
use in automated driving systems. We also held periodic 
study sessions with persons involved in other SIP research 

topics as necessary. � is will lead us to study the require-
ments needed for revision of the specifications for the 
preparation of dynamic maps for use in automated driving 
systems, based on a model of utilization in the following 
areas: road ledger preparation and updating, support for 
snow removal, and everyday utility pole/power line inspec-
tion, maintenance, and management.

4.1.　Positing and Demonstration of Use Cases
Actual field data was obtained and used to evaluate the 

validity of the results of the theoretical study. For applica-
tion to public surveying, based on the Work Manual (Pre-
liminary Dra� ), we demonstrated the e� ects of feasibility 
and practicality in the � eld, and estimated the cost of prep-
aration of 3D map common platform data. The estimate 
con� rmed that an increase of approximately 16% could be 
anticipated with preparation according to the existing stan-
dards for public surveying, while the expected increase 
would be only about 6% for preparation according to the 
Work Manual (Preliminary Draft). Based on the study 
results, the Work Manual (Preliminary Draft) was com-
piled with the Work Manual (Dra� ) of 3D map common 
platform data and dynamic maps. In road ledger prepara-
tion and updating, when the accuracy and imaging range 
of the 3D map common platform data meet the require-
ments of the speci� cations for the preparation of road led-
ger drawings, this can substitute for basic data collection, 
or a portion of the work. In addition, road edges, which are 
handled as features of dynamic maps, can be directly used 
as sidewalk-road boundary data. (Some processing may be 
needed depending on the place of preparation.) Shapes 
such as signals and road signs are usable, because they are 
similar to the acquisition standards of dynamic maps. With 
regard to support for snow removal, location information 
on individual features can be extracted, and this can be 
used as basic data for data preparation. With regard to 
everyday utility pole/power line inspection, maintenance, 
and management, the data acquired through such opera-
tions was shown and explained to workers, assuming uses 
such as on-site con� rmation prior to construction for the 
purpose of verifying the increase in e�  ciency and practi-
cality of using 3D map common platform data. Meanwhile, 
it has become clear that 3D map common platform data 
would have a limited scope of applicability as input data 
for the automatic identification of utility pole inclination 
and electric line sagging during inspection of equipment. 
Since the identification technologies for cable inspection 
purposes are highly dependent on point group density, the 

3 Study for Utilization in Various Fields

4 On-Site Demonstration Based on Speci� c 
Use Cases
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results of automated identification by the conventional 
type (27,000 points/second) show low accuracy of detec-
tion. In high-density measurement (250,000 to 1,000,000 
points/second), the rate of accurate identi� cation increased 
to over 90%.

4.2.　Results of Veri� cation of E� ectiveness for Multi-
purpose Use (Changes in 3D Map Common Platform 
Data)

Figure 2 below shows the points of change in the equip-
ment requirements, acquisition scope requirements, plot-
ting requirements, and freshness requirements as 
preparation specifications to increase affinity when the 
speci� cations for the preparation of 3D map common plat-
form data for use in automated driving systems are applied 
to the three use cases that were used in this study.

Changes will need to be studied to meet the necessary 
requirements for multipurpose use in the future, mainly 
with regard to the portions outlined in red in Fig. 2. Also, 
since it has become clear that dynamic maps and 3D map 
common platform data can be given a high degree of 
expandability in multipurpose use, we have learned that it 
will be necessary to change the work processes in the stan-

dards and dynamic map preparation speci� cations, and to 
change the 3D map common platform data through addi-
tional � le provisions to supplement features that were lack-
ing in terms of multipurpose use. � e changes and bene� ts 
are summarized in Tables 2 and 3 below.

In this study, we have examined 3D map common plat-
form data for use in automated driving systems with regard 
to its application to public surveying, and organized the 
requirements and issues related to multipurpose use. We 
have drafted a Work Manual for more efficient and eco-
nomical preparation for application to public surveying. To 
prepare 3D map common platform data that is highly pub-
lic in nature and more � exibly allows multipurpose use, it 
is important to unify the location standards. It is also nec-
essary to study ways to achieve uniform accuracy, while 
giving consideration to the implementation techniques and 
quality evaluation methods indicated in the work regula-
tion standards. Meanwhile, it is also necessary to study 
ways to ensure that the dynamic map preparation project 
will be of a public nature in the future. In multipurpose 
use, we have conducted evaluation in terms of data quality 
and the cost of preparation. We have determined that utili-
zation will become feasible in the three use cases studied 
by making changes in work processes at the time of data 
preparation and providing additional files at the time of 
data provision, and we have learned that the cost of prepa-
ration will increase by about 6% compared to existing 
costs. Meanwhile, expanding the scope of application to 
include everyday utility pole/power line inspection, main-
tenance, and management, and making changes to satisfy 
all of the studied use cases, including use as input data in 
maintenance and inspection, would require changes in 
measurement equipment and incur additional data man-
agement costs due to increased data capacity, in addition 
to the above cost increase of around 6%. � e reduction in 
total work hours due to changes in work methods and 
improved accuracy compared to data preparation using 
existing methods can be expected in both cases. In addi-
tion, we have determined that it is possible to achieve shar-
ing and reduction of preparation costs through data 
sharing, as well as ensure the safety of workers. Further 
bene� ts are also anticipated, including more e�  cient mea-
surement work due to changes in measurement equipment, 
and more accurate automatic plotting and improved detec-
tion rates due to higher density 3D map common platform 
data (point group data). Data utilization based on multi-
purpose use is also expected to have both direct e� ects and 

5 Summary

Table 2  Changes from the 3D map common platform data for automated 
driving

Fig. 2  Equipment requirements, acquisition requirements, etc. when 
applying the speci� cations for preparation of 3D map common 
platform data, etc. for automated driving systems
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secondary bene� ts.

As a � nal note, this study was implemented with coopera-
tion from NTT Data Corporation, MRI Research Associ-
ates, Inc., Mitsubishi Electric Corporation, and PASCO 
Corporation.

Table 3 Summary of veri� cation of multipurpose use bene� ts
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1.1.　De� nition of the Dynamic Map
In this project, we defined the components of the 

Dynamic Map as shown in Fig. 1.

The dynamic map consists of both map and geographic 
information. Map information includes the 3D maps made 
by SIP, and the 2D maps provided by map vendors. Geo-
graphic information is the generic name for information 
linked with map information, such as longitude, latitude, 
or load ID.

1.2.　Outline of the Dynamic Map Service Platform
� e Dynamic Map Service Platform (SPF) has a mecha-

nism which enables the geographic information, stored at 
various � elds, to be utilized in various � elds (see Fig. 2).

It is assumed that the types of geographic information 
handled by the SPF will gradually expand. For that reason, 
scalability should be considered for the SPF. Accessibility, 
including the preparation of interfaces for various systems, 
should also be considered because the SPF sends and 
receives a variety of information through connections with 
many systems. In addition, it is necessary to consider secu-
rity measures to use the information in a safe and secure 
manner.

2.1.　Study of Use Cases for the SPF
We considered SPF service models in various � elds, and 

studied the needs and feasibility of those models. We also 
considered the information processing required in those 

1 Concept of the Dynamic Map Service 
Platform

Fig. 1 De� nition of the Dynamic Map

Fig. 2. Outline of the SPF

2 Considerations for the SPF

Development of Automated Driving SystemsI

① Dynamic Maps

Study on Considerations for the Making of a Business 
Model for the Dynamic Map Service Platform

Isao Yagasaki (Fujitsu Limited)
Akio Kani(Hitachi, Ltd.)
Yukikazu Kanoya(Mitsubishi Electric Corporation)
Akinori Sato(NEC Corporation)
Naoki Iso(NTT DATA Corporation)
Masaharu Hamaguchi(Oki Electric Industry Co., Ltd.)
Takeharu Arakawa(Pioneer Corporation)
ABSTRACT: � e concept of Society 5.0, a super smart society aiming to balance economic development and the resolution of social issues, 
states that intelligent transport systems, one of the 11 types of system identi� ed in the 2015 Comprehensive Strategy, will be developed as core 
systems. � e construction of a platform enabling various systems to utilize dynamic maps is needed to create new values and services. For that 
reason, it is important to realize the Dynamic Map Service Platform, a base system for the use of dynamic maps that is planned to be con-
structed in the context of the SIP-adus project and encompass various � elds. � e object of this project is to develop the concept of the 
Dynamic Map Service Platform, which will be utilized in various � elds in the future, as a part of government measures involving cutting-edge 
ICT technologies and extensive collaboration between wide-range of parties.
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models, and sorted out the requirements needed to create 
the SPF architecture.

2.2.　Architecture of the SPF
Based on the results of the above study, we considered 

system functions that enable the SPF to distribute geo-
graphic and map information to various � elds (see Fig. 3).

Based on the results of considering the use cases and 
architecture of the SPF described in Section 2, Consider-
ations for the SPF, we made a prototype to demonstrate its 
value.

3.1.　Dynamic Map Information
Based on the results of considering the use cases of the 

SPF, we chose the dynamic map information that should 
be handled by the SPF as listed in Table 1.

3.2.　Service Model
� rough the study of the use cases for the SPF, we clari-

fied the issues in actual businesses in each field. We 
selected issues that match the following conditions.
- Issues that can demonstrate solutions in collecting the 

dynamic map information during the project activity 
period.

- Issues that can be resolved by capitalizing on the 
strong points of the SPF, such as gathering and collat-
ing the various types of dynamic map information.

We prepared service models for each � eld that resolve the 
above issues, and created prototypes.
3.2.1.　Logistics Field
(1) Outline of the Service Model

� is service model provides a safe route for truck drivers 
by analyzing the latest traffic information based on the 
dynamic map information such as vehicle probe informa-
tion, road width, and the weather.

(2) E� ectiveness of the Service Model
It was clarified that this service model is effective for 

commercial vehicle drivers and truck operation managers.
If commercial vehicle drivers lack the knowledge neces-

sary to drive safely in a certain area (e.g., tra�  c informa-
tion, or information near-miss spots), this service model is 
useful for them. Truck operation managers can utilize this 
service model when they plan the delivery route, and send 
alerts to truck drivers. At the same time, providing value-

Fig. 3 Architecture of the SPF

3 Demonstration of the SPF

Table 1 Selection list of information that should be linked to dynamic map

Fig. 4 Service Model for Logistics
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added information, such as traffic jam prediction, traffic 
regulation and the travel history of di� erent vehicle types, 
is required to ensure this service model is actively utilized.

� is service model is useful not only for safe driving, but 
also for increasing the revenue of transport companies. If 
the driving time for commercial vehicle can be calculated 
with high accuracy, the number of pick-up and shipping 
destinations in a day can be predicted correctly. � is then 
makes it possible to deliver a lot of goods with fewer 
trucks.
3.2.2.　Local Government Field
(1) Outline of the Service Model

This service model is utilized to shorten the time of 
arrival of emergency vehicles and to support appropriate 
instructions such as the order of emergency vehicle dis-
patch and decision-making by superimposing a variety of 
information such as vehicle probe data, or weather infor-
mation on a 2D map using commercial GIS so� ware, and 
displaying information and relevant directives on the 
screen of the vehicle device.

(2) E� ectiveness of the Service Model
� is service model supports the � re� ghting and disaster 

prevention management tasks by local governments by, for 
example, shortening the arrival time of emergency vehicles 
to certain sites, or determining the order of the dispatch of 
emergency vehicles. Traffic jam information is not cur-
rently fully utilized in � re� ghting and disaster prevention 
management, and there are cases where it takes time for 
the emergency vehicles to reach its destination. Details of 
traffic conditions can be ascertained using this service 
model, and arrival time to the site can be shortened. As a 
result, this service model contributes to minimizing dam-
age in the event of a disaster, as described below.

For humans: minimizing critical injuries, increasing the 
survival rate, and so on.

For the economy: minimizing the spread of � re, � ooding 
damage, and so on.
3.2.3.　Construction Field
(1) Outline of the Service Model

� is service model provides various information, such as 
road regulations, spots with frequent occurrences of rapid 
deceleration, operation routes that take prohibited roads 
into account, or entrances to construction sites, on the 
map screen. � e information is shared between construc-
tion sites and construction vehicle drivers, allowing the use 
of the wrong entrance to be avoided, thereby reducing 
vehicle accidents. Furthermore it make it possible to ascer-
tain the driving conditions of construction vehicles and 
share them among the people involved at the construction 
site based on real-time vehicle probe data.

(2) E� ectiveness of the Service Model
It is e� ective to con� rm road regulations and spots with 

frequent occurrences of rapid deceleration on a map in 
advance when designing construction vehicle routes. � is 
information, as well as information on prohibited roads, 
which are decided by neighborhood agreement, are dis-
played on the map and can be shared between drivers and 
sites using this service model. � is is e� ective at preventing 
drivers from using the wrong route. In this demonstration, 
we con� rmed that no driver entered the prohibited roads 
while using construction vehicle position data in real time. 
This service model can reduce the management tasks of 
the construction site supervisor. If the position and status 
of construction vehicles can be ascertained with a terminal 
device in real time, it is possible for the site supervisor to 
make work plans based on the construction vehicle arrival 
time. Also, it is expected to reduce the task of making con-
tact for supervisors and construction vehicle drivers.
3.2.4.　Personal Navigation Field
(1) Outline of the Service Model

� is service model supports travel using personal naviga-
tion by displaying destinations such as communal facilities 
around the station in a list, allowing users to easily search 
for their destination while providing guidance and support 
for user travel by highlighting feature information such as 
public restrooms and crosswalks.

Fig. 5 Service Model for Local Government

Fig. 6 Service Model for Construction
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(2) E� ectiveness of the Service Model
In this project, we con� rmed that providing information, 

such as the location of the doorways of facilities and the 
details on public restrooms, is e� ective at expanding ser-
vices for a wide range of users including the elderly and 
persons with disabilities. In light of the aging of society, it 
is mandatory to improve services by taking user character-
istics into account to maintain the number of personal 
navigation system users.
3.2.5.　Vehicle Service Field
(1) Outline of the Service Model

� is service model makes it possible to provide detailed 
route guidance for individual road lanes by transmitting 
information to the vehicle navigation system (road lane 
information and per-lane traffic information), allowing 
drivers to reach their destination faster and more safely.

(2) E� ectiveness of the Service Model
For general drivers, the service is expected to e� ectively 

enable smooth driving through higher route guidance 
accuracy than current vehicle navigation, and the visual-
ization of traffic conditions in individual road lanes. For 
the society overall, the effectiveness transport efficiency 
can be expected to improve. Also, this service model also 
has the potential to be utilized not only to acquire tra�  c 
jam information, but also for automated cruising such as 
maintaining road lanes and signal control, to estimate the 
number of participants at an event, and to detect vehicle 
accidents.
3.2.6.　Infrastructure and Area Management Field
(1) Outline of the Service Model

Based on predictions of human movement flow and 
behavior, information concerning congestion, such as the 
resident population, precipitation, and messages on social 
media, is displayed on a map and visualized. � is service 
model provides services which contribute to enhancing the 
efficient management, attractiveness, and area safety for 
transportation companies, public agencies, area manage-
ment companies, and town planning councils.

(2) E� ectiveness of the Service Model
For the general users (residents, commuters, students, 

visitors) in the area, the service is effective at resolving 
issues related to travel support/congestion avoidance to 
enhance the attractiveness of the area. For transportation 
or security companies, this service model is effective at 
resolving issues involving crime prevention/security (such 
as understanding congestion situation in areas supervised 
by the company as well as surrounding areas, improving 
arrangements for security guards and attendants, or suit-
ably increasing the number of temporary buses or trains) 
when unexpected congestion or a disaster occurs. For 
transportation companies, public agencies and infrastruc-
ture companies, this service model is e� ective at achieving 
efficient management when planning a special schedule, 
vehicle guidance to parking lots, park maintenance, or 
other activities by providing useful data, such as conges-
tion information in the surrounding areas, ahead of time.
3.2.7.　SPF
(1) Functions of the SPF

The SPF has functions to retrieve, provide, and catalog 
the information it o� ers. Meta-information is displayed on 
the web portal by the cataloging function. � e SPF also has 
a function to visualize a variety of information (it can 
change the order of overlapping information), and changes 
in that information due to the passage of time.

Fig. 7 Service Model for Personal Navigation

Fig. 8 Service Model for Vehicles

Fig. 9 Service Model for Infrastructure and Area Management

Fig. 10 Function image of the SPF
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(2) E� ectiveness of the SPF
We could con� rm the e� ectiveness of the SPF in the dem-

onstration, as outlined below.

(a) E� ectiveness of dynamic map information
It was con� rmed that it is possible to use dynamic map 

information collected in various fields and combined 
across various � elds. In particular, it was con� rmed that vehi-
cle probe information was e� ective as follows.
- If the amount of vehicle probe information increases, 

the accuracy of tra�  c density estimation improves.
- Multiple combinations of large vehicle probe informa-

tion make it possible to judge whether it is possible to 
travel on a road.

(b) E� ectiveness of common interface
It was confirmed that developing a common interface 

makes it possible to reduce development work hours to a 
greater extent than if interfaces were developed separately. 
(For the service models studied in this project, three mod-
els utilizing the same information would have required the 
development of nine interfaces. However, using the SPF 
reduced the number of interfaces from nine to three.)

(c) E� ectiveness of 3D maps
� e e� ectiveness of the road lane, road width and pedes-

trian crossing information extracted from the 3D map was 
con� rmed. Road width information is needed in multiple 
fields. Advances in the maintenance of maps for general 
roads make those maps more effective. It was confirmed 
that geographic information, such as road lanes, pedestrian 
crossings, signals for pedestrians, and sidewalks and steps, 
can be used e� ectively a� er they are extracted from a 3D 
map.

(d) E� ectiveness of prototype functions
It was con� rmed that the meta-information listed in the 

catalog portal can combine the seeds and needs of dynamic 
map information. Visualizing the function of dynamic map 
information is useful to obtain an intuitive understanding 
of granularity, of the provided areas, and the update fre-
quency of dynamic map information. It was confirmed 
that dynamic map information could be used on multiple 
2D maps.

� e study conducted and considerations examined in this 
project identi� ed the following issues in terms of � nalizing 

the SPF.

4.1.　Establishing an Environment to Promote the Use 
of SPF

With support from governments and private industry 
groups from each � eld, it is necessary to create an environ-
ment that promotes the provision of geographic and map 
information from their owners to the SPF and fosters an 
increase in the number of companies and corporations 
accessing the SPF.

4.2.　Formulation of Interfaces to Connect with Vari-
ous Systems

It is necessary to de� ne the interfaces (e.g., API, authenti-
cation methods) by checking the specifications of other 
relevant system to enable the exchange of information with 
those systems.

4.3.　Provision of Valuable and Unique SPF Informa-
tion

To expand the business scale of the Dynamic Map Service 
Platform, it is very important to gather and analyze a vari-
ety of information to produce valuable data that can be 
used cooperatively in speci� c business � elds.

4.4.　Providing Information in Real Time
It is necessary to consider an architecture that allows a 

shorter lead time (from getting the dynamic map informa-
tion to analyzing and providing it). For example, it is 
expected that the lead time between acquiring vehicle 
probe information, analyzing it, and generating the tra�  c 
information would be 5 to 10 minutes.

4.5.　Utilization of Social Information
Public information, such as the regulation of tra�  c and 

accident information, which is stored in local government 
databases, is expected to be provided in real time in the 
future. It is necessary to consider how the system will 
obtain this information.

We made prototypes of six service models and the SPF, 
and interviewed companies representing potential users of 
those service models. We confirmed the effectiveness of 
the six service models and the e� ectiveness of the service 
platform through the above approaches.

5.1.　For Dynamic Map Information
It was con� rmed that it is possible to use dynamic map 

4 Future Tasks

5 Conclusion
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information collected in various fields and combined 
across various � elds. It was also con� rmed that utilizing the 
vehicle probe information, which combines multiple kinds 
of data from vehicles and real time tra�  c � ow information 
based on that data is essential for many services.

Also it was con� rmed that 3D maps would be easy to use 
and that it is possible to expand their � eld of application by 
providing features extracted in advance to service provid-
ers.

5.2.　Service Models utilizing the SPF
In this program, a� er studying the use cases for the SPF 

and its architecture, we made prototypes of six services and 
verified whether they could offer the expected value to 
their users. � e results con� rmed that each service model 
was marketable. At the same time, we deepened our 
knowledge of how to use dynamic map information and of 
the needs related to dynamic map information through 
interviewing various companies.

5.3.　E� ectiveness of the SPF
It was proven that it is possible to support the under-

standing of the content of individual dynamic map infor-
mation items and the value generated by combining 
dynamic map information to provide cataloging and visu-
alization functions. It was also proven that it is possible to 
connect to each service model by making prototypes of the 
information acquisition and provision functions, as well as 
the geographic information management function, which 
were needed to distribute dynamic map information. � e 
bene� t of dealing with di� erent types of dynamic informa-
tion in a common interface was also con� rmed. It was pos-
sible to obtain the requirements of additional functions to 
the interface from service providers, and to consider the 
interface more concretely.
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In automated driving systems, advanced sensors for dead 
reckoning and precise dynamic map information are the 
main methods used to determine vehicle position. Studies 
to complement these local positioning methods utilizing 
satellite positioning, which can obtain global positions 
without being a� ected by weather or time, have been con-
ducted. International discussion about automated driving 
systems, such as the standardization of inter-vehicle com-
munication, is expected to intensify in the future. Mean-
while, the various satellite positioning system providers are 
actively updating and deploying their systems. In that 
respect, QZSS is aiming to start full practical operation in 
2018, and the shi�  from experimental to practical service 
has begun. It is necessary to verify the availability of satel-
lite positioning in automated driving systems to contribute 
to the discussion of international standardization.

We gathered satellite positioning information in urban 
areas and an expressway between cities using a measure-
ment vehicle equipped with various GNSS devices. We 
used the mobile mapping system (MMS), which can obtain 
the correct position where a vehicle has driven, in the mea-
surement vehicle. We evaluated performance of each satel-
lite positioning method in reference to the correct position 
obtained from MMS. The target satellite positioning sys-
tems in this experiment were GPS, QZSS, GLONASS, Gali-
leo, and BeiDou. The positioning methods examined are 
single-frequency, multiple-frequencies, the sub-meter level 
augmentation service (SLAS) and centimeter level aug-
mentation service (CLAS) in QZSS, RTK, and Multi-GNSS 
Advanced Demonstration tool for Orbit and Clock Analy-

sis (MADOCA) precise point positioning (PPP).

2.1.　Evaluation of Satellite Positioning Accuracy
� e positioning ratio of single-frequency positioning was 

100%, and the RMS of lateral error was within 1.5 m. Even 
with single-frequency positioning, it can recognize the 
driving lane if the sky visibility is good.

In positioning using QZSS CLAS, the � x ratio was as low 
as 63.59%. This is mainly because L6 at the time of our 
experiment was only available for GPS and QZSS. We 
expect this to improve as it is adapted to Galileo and 
GLONASS in the future. � e value of RMS is within 10 cm, 
which can be said to represent su�  cient performance. � e 
CLAS method, which does not depend on a base station, is 
a positioning method suitable for moving platforms. QZSS 
L1S, which is an augmentation signal for single-frequency 

1 Background

2 Contents of Investigation and Review

Fig. 1 Measuring vehicle (MMS)

Table 1 Positioning accuracy on expressway
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Investigation about Availability of Satellite Position-
ing to Realize Automated Driving Systems

Mikihiro Hosoi (Aisan Technology Co., Ltd.)
ABSTRACT: Recently, new satellite positioning methods with multi-GNSS or Quasi-Zenith Satellite System (QZSS) are becoming available. 
In this survey, we installed several GNSS devices in a measurement vehicle, conducted experiments and evaluated the performance of each 
satellite positioning method. In addition, the tasks for using satellite positioning in automated driving systems were summarized. From this 
survey, it was con� rmed that the new satellite positioning method makes driving lane recognition possible with no other positioning sensors. 
However, it has also been shown that there are some restrictions, such as satellite signals shielded by buildings or slopes. To utilize the map 
information, it is necessary to acquire the position obtained by satellite positioning, and the next step will be to e� ectively tackle improving 
the availability and reliability of satellite positioning to achieve practical application.
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positioning, was evaluated by post-processing. � e value of 
RMS was 0.55 m, and the lateral error within 1.5 m was 
90%.

Figure 2 shows a heat map of lateral error during express-
way driving. � e le�  is the result for single-frequency and 
the right is the result of augmentation using the QZSS 
SLAS method. This positioning result is calculated from 
observation data of the same receiver by post processing. It 
was confirmed that the positioning performance is 
improved by the augmentation signal of QZSS.

2.2.　Multipath Mitigation
Multipath is a major factor that degrades the performance 

of satellite positioning. We studied the correlation with 
multipath using data around the Ginza area where mul-
tipath occurs frequently due to the presence of many tall 
buildings.
2.2.1.　Measures Using Signals from Satellites

The possibility of improving positioning accuracy by 
checking and removing the signal from the satellite when 
signal strength is low or no carrier phase is observed was 
con� rmed as a viable method of removing a signal includ-
ing multipath in single frequency measurement. However, 
the positioning ratio falls as the number of satellites 
decreases. It was con� rmed that using RTK with Doppler 
frequency coupling improved the positioning ratio from 
51.54% to 92.41%.
2.2.2.　Simulation of Radio Wave Propagation

We confirmed that positioning performance can be 
improved by removing satellite signals that generate mul-
tipath from the results of radio wave propagation simula-
tion using a 3D map. However, we judged that utilization 
in real time is di�  cult because calculating the simulation 
takes a long time. Instead, we showed that by creating a 
sight mask of satellite signals by simulation, it is possible to 
eliminate satellites in which multipath occurs.

2.3.　Dynamic Map and Satellite Positioning
We examined methods of arranging the difference 

between the dynamic map and the position information of 
the satellite positioning and achieving consistency. We 
examined methods to consistently determine the differ-

ence in position information between dynamic maps and 
satellite positioning. � e di� erences in the coordinate sys-
tems between dynamic maps and satellite positioning were 
clari� ed, and a conversion method was demonstrated.

Figure 3 visualizes the crustal movement of Japan from 
JGD2011 based on the semi-dynamic correction parameter 
provided by the Geospatial Information Authority of Japan 
(GSI). It shows that a horizontal movement of about 1 m 
has occurred in the Tohoku region or remote islands. 
Moreover, it became clear that complicated distortion 
(deviation of direction) has occurred.

We showed that it is possible to reduce the error of the 
coordinate value in the Tohoku region down to several 
centimeters by applying grid parameters calculated from 
the movement amount estimated from the GNSS Earth 
Observation Network System (GEONET) coordinate val-
ues.

2.4.　Consideration of Integrity
Integrity is important to use the results of satellite posi-

tioning with con� dence.
2.4.1.　Integrity Evaluation of Satellite Positioning

We carried out static observation to verify the reliability 
of satellite positioning. We defined the error variance of 
satellite positioning solutions as the reliability of the satel-
lite positioning and used error ellipse as an indicator to 
evaluate that reliability. As the non-line-of-sight (NLOS) 
multipath does not follow a normal distribution, the rate at 
which the positioning solution occurs outside the error 
ellipse increases, which allows the positioning reliability 
can be evaluated.

Fig. 2 Heat map of positioning accuracy

Fig. 3 Variation from 2011 to 2016

Fig. 4 Sky plot and satellite signal status
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Figure 4 shows the in� uence of shielding objects on the 
satellite signal. It can be confirmed that signal deteriora-
tion and cycle slip occur due to the in� uence of the shield. 
We showed that positioning precision and reliability are 
improved by rejecting NLOS through the use of multi 
GNSS and an SNR mask. We propose a method to com-
pare the error covariance of the observed value with the 
estimated prior error covariance from inertial navigation 
sensors (INS) or other sensors as a method of detecting 
missed � xes in a moving platform.
2.4.2.　Investigating the Security of the Positioning 
Signal

Attack methods on positioning signals include jamming 
and spoo� ng. We clari� ed the attack method and investi-
gated what kind of in� uence it has on the actual attack. We 
investigated the methods of detecting and suppressing 
attacks on the current positioning signal and evaluated 
each method. If the attack direction is known, it was found 
that suppression in the spatial domain using an array 
antenna is the most suitable method. In addition, we evalu-
ated the robustness against attack of specific receivers by 
simultaneously sending the correct signal and a spoofed 
signal at the same time to simulate a spoo� ng state. Figure 
5 shows the experimental results of the strength of the syn-
chronized spoo� ng signal. � is result indicates it is possi-
ble to spoof when the spoofing signal becomes stronger 
than the true GNSS signal.

Furthermore, we showed that attacks can be detected by 
mobile combinations such as INS. Since the in� uence on 
the positioning result when receiving an attack differs 
according to the suppression technique used by the 
receiver, � ltering settings, and other factors, an evaluation 
system using a simulator is indispensable in evaluating the 
behavior of a speci� c receiver.

We have evaluated the accuracy and availability of satel-
lite positioning in various cases using a measurement vehi-

cle equipped with many GNSS devices. We also showed a 
method of evaluating satellite positioning in a moving 
platform. It was confirmed that using the augmentation 
signal, allows position information by satellite positioning 
to be obtained at a higher level than before, and is fully 
usable for precision around the level of lane recognition. 
Using a high-accuracy augmentation service, we can 
obtain positioning results with an accuracy of about 10 cm. 
Meanwhile, multipath and attacks on signals have become 
serious issues. To use satellite positioning with con� dence, 
its results must have high integrity. Utilizing the position 
information on the map with high accuracy, it is necessary 
to deal with the di� erence between the satellite positioning 
and the position of the map. Integrity and availability are 
critical issues for satellite positioning. It is necessary to 
solve these problems by combining satellite positioning 
with other sensors. In the future, as satellite systems are 
upgraded, the convenience of satellite positioning is 
expected to further improve. The utilization of satellite 
positioning in a moving platform requires ongoing infor-
mation gathering.

Fig. 5 Synchronized simplistic spoo� ng attack

3 Conclusion
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In the � eld of ITS, vehicle-infrastructure cooperative sys-
tems that help to prevent tra�  c accidents are an essential 
technology for connected and automated vehicles, the 
development of which is progressing rapidly around the 
world.

In particular, to realize automated driving, a mechanism 
that allows a vehicle to recognize tra�  c signal information 
in real time and perform control is indispensable.

� erefore, surveys and research were carried out with the 
aim of enhancing driving support through cooperation 
between signal information provided from roadside sys-
tems to vehicles and the automated systems installed in 
these vehicles. In addition, existing systems were also stud-
ied, and methods of improving the accuracy of informa-
tion provision, and operational management were 
examined.

2.1　Fiscal 2015
� e Japanese Police have developed and introduced Traf-

� c Signal Prediction Systems (TSPS) as vehicle-infrastruc-
ture cooperative systems that provide traffic signal 
information. However, because TSPS is inadequate to pro-
vide signal information at important intersections where 
the tra�  c signal cycle length varies according to tra�  c vol-
ume, various types of communication media including 
Wi-Fi were evaluated and examined in a comparative veri-
� cation of communication media to complement advanced 
infrared beacons. The results concluded that ITS radio 

communication on the 700 MHz band is e� ective in con-
sideration of security and actual performance.

2.2　Fiscal 2016
Selection of model points (Aichi Prefecture - Refer to Fig. 

1)
An on-road driving survey was conducted at points in 

key prefectures where advanced infrared beacon services 
are not functioning e� ectively for distance-related reasons. 
It was decided to install 700 MHz band wireless roadside 
units at � ve important intersections on the Seto Obu Tokai 
Route in Aichi Prefecture where eight advanced infrared 
beacons are installed.

2.3　Fiscal 2017
Utilizing the multi-adapter (including a hybrid receiving 

function for receiving information via 700 MHz and infor-
mation via advanced infrared beacons), which was used in 
SIP projects led by the Ministry of Internal Affairs and 
Communication, a function to sort the data described 
above when receiving and storing data from the adapter 

1 Purpose

2 Details of Implementation over � ree-
year Period from Fiscal 2015 to 2017

Fig. 1 Model points in Aichi Prefecture
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Report on model Veri� cation for the Enhancement of 
Driving Support Utilizing Tra�  c Signal Information 
(SIP NPA 1)

Yuichi Takayanagi (UTMS Society of Japan)
ABSTRACT: � e e� ectiveness of introducing ITS wireless roadside units (the complement rate with infrared beacons and improvement in 
the percentage of drivers who decelerate in reaction to information from the beacons) was evaluated using a model route (a route equipped 
with ITS wireless roadside units and infrared beacons) installed in Aichi Prefecture.

� e results of the evaluation concluded that an optimal combination of introducing infrared beacons and ITS wireless roadside units will 
have a positive e� ect on intersections, particularly important intersections whose tra�  c signal cycle lengths and other parameters change in 
real time.

In the future, the accuracy of signal information required for controlling automated vehicles will be examined. Cost reductions for roadside 
units must also be considered.
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was developed, and an application was built for displaying 
TSPS information on a PC monitor.

Data was obtained in 514 road tests using a demonstra-
tion system that displays traffic signal colors and the 
remaining seconds until the signal color changes.

From the data obtained, the number of times that e� ec-
tive support was provided by infrared beacons, and the 
complement rate of the ITS wireless roadside units to the 
infrared beacons were derived.

Further, the number of sudden decelerations and energy 
consumption were tallied and examined based on the 
acceleration data of the test vehicles.

In addition, the di� erence between the signal colors at the 
five important intersections and the remaining seconds 
shown by the system was measured using a high-precision 
video camera (to an accuracy of 10 ms).

An example of the evaluation system screen is shown in 
Fig. 2.

In fiscal 2017, statistical data about the following eight 
items were collected and evaluated.
(1) Veri� cation of complement rate (e� ective support rate) 

for information at important intersections [effective-
ness veri� cation]

(2) Confirmation of Received Signal Strength Indicator 
(RSSI) information relating to ITS radio communica-
tion [veri� cation of basic function]

(3) Comparison of fuel consumption [e� ectiveness veri� -
cation]

(4) Comparison of stop time ratios and stop time lengths 
[e� ectiveness veri� cation]

(5) Evaluation of longitudinal acceleration [effectiveness 
veri� cation]

(6) Veri� cation of origin-destination travel times (south-
bound and northbound travel times) [effectiveness 
veri� cation]

(7) Confirmation of the accuracy of signal information 
provision [veri� cation of basic function]

(8) Compilation of the results of questionnaire surveys 
from participants (drivers) about the acceptable range 
of di� erence in the remaining signal time, and at how 
many meters from the intersection it was helpful to 
receive the information.

Among the items described in Section 3, the results of 
main items (1), (5), (7), and (8) are shown from Table 1 to 
Table 3.

A� er con� rming the status of information complementa-
tion with ITS wireless roadside units at important intersec-
tions where the service cannot be provided by infrared 
beacons alone (due to reasons such as the range of tra�  c 
signal cycle length variations and expiration of the validity 
period), it was found that the complement rate at all � ve 
important intersections reached 50% or higher.

Improvement in the smoothness of driving was con-
� rmed by comparing and evaluating longitudinal accelera-
tion. It was also confirmed that the frequency of sudden 

3 Evaluation Details

Fig. 2 Evaluation system screen (example)

4 Evaluation Results

Table 1 Complement rate of service

Table 2 Percentage of sudden deceleration
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decelerations decreased when the remaining seconds of a 
green signal were provided.

Accuracy of within 100 ms was obtained at the important 
intersections a� er verifying the di� erence in accuracy by 
measuring the variation between the information provided 
via the ITS radio communication and the actual tra�  c sig-
nal phases.

� e variation in the results is probably due to � uctuations 
in the output time required to switch from the signal con-
troller to the signal lamp device.

� e questionnaire survey of drivers examined the e� ects 
of introducing the system. Responses stated that the sys-
tem is significant because, if it allows drivers to receive 
information about the intersection through which the 
vehicle is going to pass at a point 300 to 500 m from the 
intersection, as well as information about the next intersec-
tion, then drivers can adjust their speed, which is an e� ec-
tive way of helping to alleviate congestion.

The research project found that the introduction of 700 
MHz ITS wireless roadside units helps to complement the 
function of advanced infrared beacons.

However, research needs to be continued to investigate 
the following � ve issues.

(1) The reliability of the system in cases where differ-
ences occur in the timing of signal phase changes 
obtained from multiple information sources (infrared 
beacons and ITS radio communication)

(2) Statistical study on driver behavior when informed 
about a situation in which tra�  c signal phase changes 
are predictable.

(3) Optimization of HMI, such as the timing of informa-
tion provision to drivers

(4) Correlation of the situation observed in this research 

project in which the in� uence on the driver’s psychol-
ogy cannot be eliminated to match the current status 
of automated driving.

(5) � e e� ects of tra�  c signal information provision on 
automated driving algorithms.

(*) Reference
1. � e 15th Symposium on ITS 2017 (in Japanese)
[Analysis of the impact of the percentage of drivers on arte-

rial roads who responded to signal information on the 
passage through tra�  c lights] (in Japanese)

 K. Nishio*1, Y. Matsumoto*2, M. Sugita*3
 Meijo University, Graduate School of Science and Tech-

nology, Civil Engineering Major*1
 Meijo University, Graduate School of Science and Tech-

nology, Department of Civil Engineering*2
 Japan Road Tra�  c Information Center*3

2. 24th World Congress on ITS presentation materials
 Yuichi Takayanagi (2017). Strategy of Practical Imple-

ment V-I Cooperative Systems for Tra�  c Accident 
Avoidance (24th World Congress on ITS, Montreal)

3. 25th World Congress on ITS presentation materials
 Yuichi Takayanagi, Shunichi Kawabe (2018). Advanced 

Tra�  c Signal Prediction Systems(TSPS)

Table 3 Accuracy of signal color information

5 Conclusion and Discussion
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UTMS Japan will receive the order for the project, and 
Subaru Corporation, Nissan Motor Co., Ltd., and Mitsubi-
shi Motors Corporation will be re-commissioned to 
develop an on-board system that allows vehicles smooth 
passage through signalized intersections, safe deceleration, 
and smart idling stop using tra�  c signal information from 
advanced infrared beacons, for which installation or 
replacement has already started. � e project will also verify 
the e� ectiveness and acceptance of the tra�  c signal infor-
mation, as well as its impact on tra�  c � ow.

As shown in Fig. 1, the tra�  c control center determines 
the optimal tra�  c signal parameters (cycle, split, and o� -
set) based on traffic volume data obtained from traffic 
detectors, and provides tra�  c signal information to vehi-
cles via advanced infrared beacons. However, as the tra�  c 
control center periodically updates these traffic signal 
parameters, traffic signal information may lose its fresh-
ness while vehicles are driving along a set route. � is may 
cause a time gap between actual signal indications and pre-
dicted indications on vehicle displays.

Furthermore, if there is an actuated tra�  c signal along a 
route whose indication is a� ected by nearby tra�  c, a time 
gap similar to the above will also occur.

� e following � ve services that utilize route tra�  c signal 
information were tested.

1 Commissioning Framework

2 Route Tra�  c Signal Information

Fig. 1 Tra�  c Control Center signal control system

3 Services that Utilize Signal Information

Fig. 2 Five services that utilize signal information
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METI 3: Development and Demonstration of Technology 
for Real-time Utilization of Tra�  c Signal Information

Masao Fukushima (UTMS Society of Japan)
ABSTRACT: � is project is aiming to develop driving support systems that are e� ective at preventing tra�  c accidents at intersections, as well 
as reducing tra�  c congestion and environmental burden, while assessing and examining the cost e� ectiveness and driver acceptance of such 
systems. � e systems covered by this project utilize tra�  c signal information (a collection of tra�  c signal phase and timing information from 
up to 16 downstream intersections) provided by advanced infrared beacons, which are scheduled to be installed in the future. � e project will 
be implemented under the auspices of the Ministry of Economy, Trade and Industry in consideration of commercialization, and involves the 
participation of the National Police Agency from the standpoint of tra�  c safety.
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An on-board unit for realizing and testing the services 
described above was developed by the car manufacturers 
participating in the project. � e on-board unit is equipped 
with an antenna for advanced infrared beacons, a process-
ing unit, forward and backward cameras, vehicle CAN 
data, a display for providing information to drivers, and an 
audio and voice function. The on-board unit can record 
how the test vehicle was driven using signal information.

Due to di� erences in the con� guration of the driving sup-
port systems used by the car manufacturers, an on-board 
system was provided by each of the three manufacturers.

Based on a policy of conducting demonstrations in di� er-
ent tra�  c environments, demonstration experiments were 
carried out in three areas where (1) the traffic volume is 
high and chronic traffic congestion occurs (Kanagawa 
area), (2) the tra�  c volume varies greatly throughout the 
day (Gunma area), and (3) driving speeds tend to increase 
(Aichi area). � e routes for the demonstration experiments 
were selected after a survey of the installation status of 
advanced infrared beacons, traffic light control systems, 
and the like in each area.

Around 50 experiment participants were recruited for 

each experiment area in such a way to eliminate gender 
and age bias. In addition, the signal passing support sys-
tem, signal stopping support system, signal change starting 
support system, and idling stop support system described 
above were evaluated using passenger vehicles from each 
manufacturer. In the vehicle-signal cooperative tra�  c sig-
nal control system experiment, the on-board unit was 
installed in shuttle buses operating between a company 
o�  ce and railway station to statistically identify the e� ects 
and impacts of the system on travel times and tra�  c � ow.

6.1.　E� ects on travel times and fuel consumption
For the signal passing support system, signal stopping 

support system, and idling stop support system, the results 
of the experiments carried out in each area found no statis-
tically significant difference in travel times and fuel con-
sumption with or without the systems. Therefore, no 
noticeable e� ects were observed. Although various factors 
may have contributed to these results, the following can be 
considered as the main causes:
(1) � e experiments were conducted on public roads used 
by ordinary vehicles, which resulted in less frequent occur-
rence of the situations expected by the systems in which 
effective support can be provided. Even in situations in 
which e� ective support was provided, there were cases in 
which the vehicles were not able to utilize the system sup-
port because of the preceding and following vehicles. For 
example, in the case of the signal stopping support system, 
some participants did not follow the deceleration advice as 
they were concerned about the possible negative impact of 
deceleration on following vehicles.
(2) Some time ranges in route traffic signal information 
provided by infrared beacons contained differences 
between the signal information and the actual signal phase 
timing, and cases occurred in which the validity of route 
tra�  c signal information expired due to its short validity 
period.

In contrast, in the signal change starting support experi-

4 Development of On-board unit

Fig. 3 On-board system con� guration example 1

Fig. 4 On-board system con� guration example 2

5 Demonstration Experiments

Fig. 5 Experiment route example (Gunma area)

6 Experiment Results and Conclusion
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ment, the time until the brake is released after the traffic 
signal turned green was compared with and without sup-
port. � e mean value of the time with support decreased in 
both the Kanagawa and Aichi areas. However, although 
there were no significant statistical differences in 
Kanagawa, signi� cant di� erences were apparent in Aichi. 
� is result is probably due to di� erences in the tra�  c envi-
ronment between the two areas.

In the vehicle-signal cooperative traffic signal control 
experiment, the travel time of the experimental route was 
compared with and without route traffic signal informa-
tion. � e results found an average decrease of 15 to 16%, 
i.e., about 30 seconds, in travel times, which con� rmed the 
effectiveness of the system in this experimental environ-
ment.

6.2.　Acceptance evaluation results
� ere were no quantitative di� erences in the results with 

and without the systems in the signal passing support sys-
tem, signal stopping support system, and signal change 
starting support system experiments. However, the ques-
tionnaire survey found that about 60 to 80% of respon-
dents evaluated the systems positively, although the 
responses varied slightly in each area. Feedback about the 
vehicle-signal cooperative tra�  c signal control system also 
found that many bus drivers who participated in the exper-
iment felt that travel times were reduced by one to two 
minutes. Thus, the evaluation results demonstrated user 
expectations for these systems.

In contrast, some respondents expressed that they could 
not feel the bene� ts of the support service provided by the 
idling stop support system.

6.3.　Future issues (accuracy of route tra�  c signal 
information)

Route tra�  c signal information provided at critical inter-
sections indicates the start time of a green signal and the 
cycle length in the form of maximum and minimum val-
ues. However, this generates relatively large time ranges, 
leading to gaps in timings between the signal color pre-
dicted by the route traffic signal information and actual 
signal color. Also, the validity of data may expire while the 
system’s service is being provided because of its short 
validity period, as seen in the data from the critical inter-
sections, where the validity period is equal to only one 
cycle length.

In the experiment, when the route tra�  c signal informa-
tion was provided within a certain time range, the median 
was used to obtain an estimate. However, last year’s pre-
liminary survey con� rmed that the data was e� ective even 
if its validity had expired. � erefore, expired data was also 
included in statistical processing to ensure a sufficient 
number of samples.

To address these issues, it is desirable to examine ways to 
provide information in the most manageable way for the 
on-board unit, such as narrowing the range of � uctuations 
in the information on the timing of tra�  c signal colors and 
adding information on the timing of red and yellow sig-
nals, with consideration also given to traffic control sys-
tems that performs dynamic control while detecting the 
degree of tra�  c � ow congestion. If the range of time � uc-
tuation in tra�  c signal information is relatively small, the 
median between the maximum and minimum values may 
be used for the time being as timing information, as was 
the case in this experiment.

It should also be effective to provide information by 
refreshing tra�  c signal information at regular distances on 
the route using infrared beacons or other communication 
media to reduce the occurrence of information validity 
expiration.

Fig. 6  Example of e� ect of signal change starting support system 
(Aichi area)

Fig. 7  Example of vehicle-signal cooperative tra�  c signal control 
(Kanagawa area)

Fig. 8  Example of questionnaire results for signal passing support system 
(Aichi area)
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1.1.　Investigation of tra�  c regulation information data 
items

First, in the 2014 fiscal year, we investigated the traffic 
regulation information data items used by each prefectural 
police.

1.2.　Design of standard data format
As shown in Fig. 1, in the 2015 � scal year, we designed a 

standard data format by selecting the necessary data items 
for realizing automated driving from all the data items.

Speci� cally, � rst, as shown in Fig. 2, we counted the num-
ber of prefectures using each data item and selected the 
frequently used items for the standard format. Data items 
used only by speci� c prefectural police were excluded.

In addition, we added some items to the standard format 

data from the standpoint of using for automated driving, 
even though the required traffic regulation information 
data for automated driving are not yet clear.

2.1.　Design policy of model system
When designing the functions of the model system, 

adopting only tra�  c regulation information database edit-
ing functions through input, correction, and deletion is not 
enough. As shown in Fig. 3, the model system functions 
must support the whole workflow of traffic regulation 
information and facility management. For example, the 
data application function shown in Fig. 4 and a road sign 
construction management function are needed to maintain 
the traffic regulation information database in the latest 
state.

1 Standardization of Tra�  c Regulation 
Information Data Format

Fig. 1 Design of the standard format

Fig. 2 Number of prefectures using each data item

2 Construction of Model System

Fig. 3  Work � ow of tra�  c regulation information and facility 
management

Fig. 4  List and sheet of regu-
lation data application 
function
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Construction of Tra�  c Regulation Information Man-
agement System for Realization of Automated Driving

Masayuki Jinno (Sumitomo Electric System Solutions Co., Ltd.)
ABSTRACT: To realize automated driving, use of the latest tra�  c regulation information is an important aspect of vehicle control. � is tra�  c 
regulation information is managed by the police in each Japanese prefecture. It is necessary to build a structure capable of gathering and 
providing tra�  c regulation information from the whole country. To develop this structure, we carried out the following steps: (1) standardiza-
tion of the tra�  c regulation information data format, (2) construction of a tra�  c regulation information management model system.
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Some prefectural police manage tra�  c regulation infor-
mation using a paper account book and some prefectural 
police use electronic data via an original prefectural com-
puter system. � e model system is not a substitute for these 
original prefectural computer systems. Instead, the model 
system is introduced when a prefectural police office 
wishes to introduce a new computer system. However, it is 
necessary to unify the data to the designed standard for-
mat. Therefore, the model system must have a function 
that can output data in a standard format. If a prefectural 
police o�  ce wishes to continue managing tra�  c regulation 
information using an original prefectural computer system, 
a conversion tool to generate standard format data will be 
necessary. By the 2017 � scal year, the standard format data 
was adopted by four prefectures. It is planned to provide a 
conversion tool to generate standard format data to other 
prefectures in the future.

2.2.　Connection function of tra�  c regulation and road 
sign information

From the standpoint of automated driving, the model 
system requires a function to display the tra�  c regulation 
and road sign information on maps, as shown in Fig. 5. 
� e model system should also have a function of mutually 
connecting this information.

2.3.　Creation of dra�  speci� cations for tra�  c regula-
tion information management system

To examine the model system, a questionnaire survey 
about the problems of each original prefectural system was 
carried out.

A summary of the results of that questionnaire survey is 
as follows.
1) Management of road sign information is not possible.
2) Data management with maps is not possible. (� e sys-
tem has no geographic information system (GIS)).
3) Map searches are not possible. Traffic regulation and 
road sign information cannot be searched using maps. 
Screen captures and print outs are not possible.

4) It is hard to identify the relationship between tra�  c reg-
ulation and road sign information.
5) Correct positional information is necessary.
6) Operability (the speed of operation response) is not 
good. Work e�  ciency is not good.
7) It requires twice the labor costs to register information 
on both the original prefectural system and the National 
Police Agency system.

It was necessary to consider measures for these problems 
when designing the specifications of the model system. 
Table 1 on the next page shows the results of the question-
naire survey and the measures for the identi� ed problems. 
We designed dra�  model system speci� cations that include 
these measures in the 2015 � scal year.

2.4.　Construction of model system
In the 2016 fiscal year, we introduced a model system 

based on these draft specifications to the Kyoto police 
headquarters, which had conventionally managed traffic 
regulation information using a paper account book. As a 
result, the tra�  c regulation information was computerized. 
We investigated road signs at the same time, and joined all 
the road sign information with the tra�  c regulation infor-
mation using a connection function.

We designed a standard traffic regulation information 
format and made a conversion tool to generate standard 
format traffic regulation information data. We also 
designed speci� cations for a model system and constructed 
a system based on these speci� cations. � is initiative has 
created a roadmap for implementing national uniform 
management of tra�  c regulation information (103 kinds). 
It is believed that the national uniform management of 
tra�  c regulation information should help to realize auto-
mated driving.

Fig. 5  Connection function of tra�  c regulation and road sign
information

3 Conclusion
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Table 1 Problems of each prefectural system and measures adopted in model system
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The purpose of this research and development is to 
develop the necessary technologies for realizing coopera-
tive automated driving systems that utilize vehicle-to-vehicle 
(V2V) and vehicle-to-infrastructure (V2I) communica-
tion. We evaluated the feasibility of two V2X use cases: 
merging support on the freeway and emergency vehicle 
recognition support on ordinary roads. To research these 
cases, we developed communication technologies to 
improve communication quality, as well as nd methods to 
improve the efficiency of data processing. This study is 
based on the 700 MHz band ITS communication (ARIB 
STD-T109) deployed for safe driving support in Japan.

V2V and V2I communication enables the acquisition of 
information from areas beyond the sensing range of in-
vehicle sensors, which can provide safety margins to the 
operation of automated driving systems. Two cases were 
examined. One is merging support on a freeway, which has 
the potential for early deployment. Merging vehicles on the 
slip road build a consensus with vehicles on the freeway 
using V2V or V2I communication, enabling the vehicles 
on the freeway to decelerate to maintain their following 
distance and realizing smooth merging. � e other case is 
recognition support, in which an automated vehicle 
encounters emergency or public vehicles on an ordinary 
road. Smooth automated driving can be realized by using 
V2V communication to recognize the presence and behav-
ior of ambulances, buses, and trams at longer distances 
than in-vehicle sensors.

2.1.　Feasibility evaluation of merging support on free-
way

First, we conducted V2V communication experiments on 
several freeways to evaluate. As a result, although the 
requirements were satis� ed in many places, we found that 
the requirements could not be satis� ed at the junctions of 
tunnel roads seen on urban freeways. In response, we also 
considered a support model (message formats and 
exchange sequence) using V2I communication (Fig. 1). To 
verify the validity of the support model, we conducted 
experiments on a test course (Fig. 2). As a result, it was 
demonstrated that V2V communication built a consensus 
between the merging vehicles on the slip road and the 
vehicles on the freeway, enabling the vehicles on the free-
way to decelerate to maintain their following distance for 
merging. We confirmed that V2I communication can be 
used to maintain following distances or adjust acceleration 
timings by providing information about detected vehicles 
merging on a slip road and vehicles on the freeway from 
roadside infrastructure.

1 Summary

2 V2X communication Use Cases for Auto-
mated Driving Systems

Fig. 1 Merging support model using V2V and V2I communication
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ABSTRACT: � e development of automated driving systems is mainly based on the use of in-vehicle sensors, but adding vehicle-to-vehicle 
(V2V) and vehicle-to-infrastructure (V2I) communication has the potential to realize advanced automated driving systems capable of coop-
erating with other vehicles and the surrounding infrastructure. � e purpose of this project is to develop the necessary technologies for real-
izing such cooperative automated driving systems. We are con� rming the feasibility of communication to support automated driving systems, 
and developing technologies to improve the characteristics and processing e�  ciency of this communication.
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2.2.　Evaluation the usefulness of emergency vehicle 
recognition support

We conducted experiments to compare methods of rec-
ognizing ambulances by installing V2V equipment in 
actual ambulances. We con� rmed that V2V communica-
tion can recognize the existence of ambulances from fur-
ther away than camera images or siren sounds. We created 
a deceleration model for yielding automated vehicles when 
encountering an ambulance entering an intersection on a 
red tra�  c signal. Using the model, we con� rmed that the 
di� erence in the success rate of yielding in an intersection 
depended on whether V2V communication was used (Fig. 
3). It was found that the success rate of yielding was 
increased by V2V communication, and that cases of maxi-
mum deceleration can be reduced. In addition, we con-
ducted V2V experiments on route buses and taxis, and 
found that the behavior of these vehicles can be recognized 
from further away in low visibility situations.

One of the important issues for practical application of 
these use cases is maintaining performance and functions 
even the spread of V2X systems. We developed technology 
to maintain and improve communication performance 
(Section 3.1.) and to improve data processing efficiency 
(3.2.) without making major changes to current speci� ca-
tions. We also developed new communication technology 
(3.3.) under the consideration that higher communication 
performance will be required in the future.

3.1.　Development of V2V communication technology 
for merging support

As V2X communication systems become widespread and 
communication traffic increases, packet collisions will 
become more likely and communication quality may 
decrease. It is important to maintain communication qual-
ity for merging support, because it is necessary to establish 
communication in a short period of time. In addition, it is 
necessary to add messages for merging support while 
maintaining compatibility with current specifications. To 
resolve these issues, we examined a variable transmission 
period function, a reservation transmission timing func-
tion, and a hierarchical modulation technique. Simulation 
results con� rmed that the amount of transmission data can 
be expanded and that high communication quality can be 
maintained compared to a case without the developed 
technology (Fig. 4).

3.2.　Development of method to improve V2V data 
processing e�  ciency

When performing V2V communication with many sur-
rounding vehicles, it is necessary to filter the data of the 
target vehicles to be monitored by the driver’s vehicle from 
the high volume of received data. Especially in complicated 
road shape environments (like freeway junctions), � ltering 
is di�  cult with the current message format. We examined 
including “road-specifying information,” which specifies 
the road on which the driver’s vehicle is traveling, in trans-
mitted messages. We then clari� ed that this allows e�  cient 
and appropriate filtering even with complicated road 
shapes (Fig. 5). We also showed that this road-specifying 
information can be added without changing the current 
V2V communication message format (ITS FORUM 
RC-013).

Fig. 2 Veri� cation experiment on test course

Fig. 3  Emergency vehicle recognition support model using V2V
communication

3 Technology Development for Use Cases

Fig. 4  Communication quality of V2V communication for 
merging support

Fig. 5 Simulation example of target selection

(a) Selected road link at position #16 (b) Comparison of exclusion rates
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3.3.　Development of V2V and V2I communication 
technology for future use cases
3.3.1.　Study of high-reliability V2V communication 
with multi-dimensional distributed cooperative technol-
ogy

To realize highly reliable V2V communication, a trans-
mission method applying multi-vehicle cooperative multi-
hop communication using space-time block codes was 
studied. By adaptively selecting relay vehicles with a high 
contribution to packet transmission based on radio wave 
propagation characteristics and vehicle position, unneces-
sary relay transmission can be reduced while enhancing 
communication reliability through the cooperative diver-
sity e� ect. We conducted a computer simulation assuming 
use on a freeway, and con� rmed that the proposed method 
can reduce the average number of relay transmission vehi-
cles while attaining the same communication success rate 
as the conventional method. We also constructed a com-
munication reliability database based on the experimental 
V2V communication data, and con� rmed that the packet 
error rate improves when the relay vehicles are selected 
using this database (Fig. 6).

3.3.2.　Study of high-reliability V2V communication 
with sectorized relay stations

We investigated a system using roadside relay stations 
with a sectorized antenna system as a measure against the 
shadowing loss and hidden node issues of intersections, 
which severely deteriorate the quality of V2V communica-
tion. By using sectorized receiving antennas and individual 
receivers for each direction, the relay station can maximize 
the relay performance and compensate for both the hidden 
terminal issue and shadowing loss caused by corner build-
ings. We clarified that the area averaged packet delivery 
success rate can be greatly improved by assuming a case in 
which multiple roadside relay stations are installed on an 
urban road consisting of multiple intersections, and then 
assigning the relay area between adjacent relay stations 
(Fig. 7).

3.3.3.　Study of high-reliability V2V and V2I commu-
nication with error correction code technology

We focused on repeat-accumulate (RA) code, which has 
small coding computation volumes and strong error cor-
rection capabilities, as an error correction coding tech-
nique for improving the quality of V2V communication. 
We designed a lattice code that exploits the properties of 
RA code. Computer simulations clari� ed that the RA sig-
nal code exhibits the best characteristics at mid-range code 
lengths, including the convolutional code adopted in cur-
rent V2V communication standards. In addition, we stud-
ied multi-dimensional spatially-coupled RA coding 
coordination as a technique to realize highly reliable com-
munication from a group of vehicles to a base station. By 
optimizing the encoding method, it was clarified that 
developed codes can obtain high-reliability in various 
communication channels (Fig. 8).

This research and development verified use cases and 
developed technologies to help realize cooperative auto-
mated driving systems. Since these research results cover 
wide technical � elds and a wide range of assumed applica-
tion timings, they have the potential to contribute to the 
realization of cooperative automated driving systems.

Fig. 6  Multi-vehicle cooperative relay transmission with communication 
reliability database

Fig. 7  Improvement e� ect of V2V communication quality using
sectorized relay stations

Fig. 8  Improvement e� ect of V2I communication quality using
multi-dimensional spatially coupled RA codes

4 Conclusion
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The following main items were carried out in these two 
research cases to help make a dra�  of technical guidelines 
for automated and safe driving assistance systems that uti-
lize V2V and V2P communication.
(1) Investigations of the positional accuracy, communica-

tion delay, and the like of V2V and V2P communica-
tion in tests on a test track and public roads

(2) Investigations of driver and pedestrian acceptance of 
safe driving assistance systems that utilize V2V and 
V2P communication in tests on a test track

(3) Investigations of driver acceptance of automated driv-
ing systems that utilize V2V and V2P communication 
in tests using a driving simulator

2.1.　Locations of validation tests
V2V and V2P communication were validated in three cit-

ies, Yokosuka, Kobe, and Nagoya. Figure 1 shows photo-
graphs of the validation tests in Nagoya.

2.2.　Examples of data from validation tests
Figure 2 shows measured data of the differences in the 

distance between high-accuracy and normal GPS installed 
in the test vehicles. � e data was measured in Nagoya. � e 
average error was 6.1m, with a minimum error of 2.1m 
and a maximum error of 11.5m.

Figure 3 shows measured data of the communication 
delay of mobile terminals. Fifty vehicles and pedestrians 

were respectively provided with mobile terminals. The 
communication delay was within 200ms.

� e V2V and V2P communication system validation tests 
confirmed that current positioning accuracy technology 
can only be utilized for V2V and V2P communication sys-
tems that supply information to drivers or pedestrians. 
Further improvement of positioning accuracy is necessary 
to utilize V2V and V2P communication systems that sup-
ply cautions or warnings to drivers or pedestrians.

1 Purpose of the Research

2 Validation of V2V and V2P Communica-
tion

Fig. 1 Validation tests in Nagoya

Fig. 2  Di� erence of distance between high-accuracy and normal GPS 
installed in vehicles

Data was measured in the driver’s vehicle
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3.1.　Test preconditions
Tests were carried out under ideal conditions enabling a 

positioning accuracy of within 10cm by utilizing high-
accuracy GPS at a test track. Driver and pedestrian accep-
tance of a safe driving assistance system that supplies 
information, cautions, and warnings utilizing V2V and 
V2P communication was evaluated.

3.2.　Scenarios and test conditions
� e test scenarios were chosen based on accident data in 

Japan. We carried out tests involving two scenarios of V2P 
communication and two scenarios of V2V communica-
tion. Figure 4 shows the V2P scenarios, and Fig. 5 shows 
the V2V scenarios.

To decide the test parameters (for example, the timing of 
information supply) before the test using actual V2P and 
V2V communication systems on a test track, a pre-test was 
carried out using twenty people (ages: from 20s to 60s) in a 
driving simulator.

The test using the actual V2P and V2V communication 
systems was carried out on a test track at the Japan Auto-
mobile Research Institute that simulates city roads. The 
prototype V2P and V2V communication systems realized 
positioning accuracy within 4 cm. Ten people (ages: from 
20s to 50s) who are frequent drivers participated in the 
test. Figure 6 shows photographs from the test.

3.3.　Test results
Figure 7 shows an example of the test results regarding

driver acceptance of the V2P communication system. In 
this case, “before 4.0s” is considered to be an appropriate 
timing for drivers.

According to the test results, e� ective operation timings 
for drivers and pedestrians were con� rmed as follows.
· V2P communication system (drive support)

Information supply: from 5.1s to 6.5s in advance
Caution: from 3.2s to 4.0s in advance
Warning: more than 2.0s in advance

· V2P communication system (pedestrian support)
Information supply: from 5.1s to 6.5s in advance,
Caution: from 3.2s in advance

3 Tests to Investigate Driver and Pedestrian 
Acceptance of Safety Assistance Systems

Fig. 3 Example of data of communication delay

Fig. 4 Experimental test scenario for V2P communication

V2P scenario 1 V2P scenario 2

Fig. 5 Test scenario for V2V communication

V2P scenario 1 V2V scenario 2

Fig. 6 Test on test track

V2P scenario 1 V2V scenario 1

Fig. 7 Example of data of driver acceptance

V2P scenario 1
（driver support）
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Warning: more than 2.0s in advance
· V2V communication system

Information supply: from 5.1s to 6.5s in advance
Caution: from 3.2s to 4.0s in advance
Warning: more than 2.0s in advance

4.1.　Test preconditions
The automated driving system utilizing V2V and V2P 

communication in this test was provided with functions to 
both supply information and warnings to the driver and 
control the speed of the vehicle to avoid a collision. When 
the system receives information of an object around the 
vehicle, it can reduce the vehicle speed before the driver 
sees the object if it judges that the risk of collision is high. 
It was necessary to investigate whether normal drivers 
would accept such a system.

4.2.　Scenarios and test conditions
In this research, the following two tra�  c scenarios were 

used.
Scenario   A: When a normal driver would not usually be 

aware of a potential collision with an object that 
cannot be seen directly

Scenario   B: When a normal driver would usually be 
aware of a potential collision with an object that 
cannot be seen directly

Table 1 shows the combination of the test cases for the 
V2P system, and Fig. 8 shows the tra�  c scenarios. Table 2 
shows the combination of the test cases for the V2V sys-
tem, and Fig. 9 shows the tra�  c scenarios.

Seven non-elderly people (ages: 30s to 50s) and seven 
elderly people (ages: from 65s to 80s) who are frequent 
drivers participated in the test. The participants were 
directed to operate the OFF button of the automated driv-
ing system if they felt that they could not accept the behav-
ior of system.

4.3.　Test results (example)
Figures 10 and 11 show the rate of OFF button operation 

by the drivers a� er the system reduced the vehicle speed in 
scenarios A and B, respectively. The rate of OFF button 
operation in scenario B by the non-elderly drivers was 
lower than that in scenario A. This suggests that driver 
acceptance of reductions in vehicle speed by the system in 
scenario B was higher than that in scenario A. In contrast, 
the rates for both scenarios A and B were lower for elderly 
drivers than for non-elderly drivers.

4
Driving Simulator Tests to Investigate 
Driver Acceptance of Automated Driving 
Systems

Table 1 Combination of test cases (V2P)

Test
number

Automatic
emergency braking (for

avoiding a collision)

・As the experiment condition of test number ①,②,④ and ⑤, the driver could not see the object
　pedestrian at the timing of start of smaller deceleration braking.

Traffic
scenario

Fig. 8 Tra�  c scenario for test cases (V2P)

Traffic scenario : A Traffic scenario : B

Table 2 Combination of test cases (V2V)

・As the experiment condition of test number ⑦, ⑧, ⑩ and ⑪, the driver could not see the object
　vehicle at the timing of start of smaller deceleration braking.

Test
number

Automatic
emergency braking (for

avoiding a collision)

Traffic
scenario

Fig. 9 Tra�  c scenario for test cases (V2V)

Traffic scenario : A Traffic scenario : B

Fig. 10 Rate of OFF button operation (tra�  c scenario A)

Pedestrian-to-vehicle, test number ② Vehicle-to-vehicle, test number ⑧
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Dra�  technical guidelines for automated driving and safe 
driving assistance systems that utilize V2V and V2P com-
munication systems were formulated based on the results 
of the research described above.

References
(1)   Ministry of Land, Infrastructure, Transport and Tour-

ism: 
Guidelines for Communication-based driver assistance 
systems, pp.12-13 (2011).

Fig. 11 Rate of OFF button operation (tra�  c scenario B)

Pedestrian-to-vehicle, test number ⑤ Vehicle-to-vehicle, test number ⑪

5 Conclusion
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With regard to the human machine interface (HMI) used 
by automated driving systems, SIP is formulating guide-
lines and aiming to achieve international standardization. 
Although HMI technology is in the competitive domain of 
each company, minimal arrangements must be agreed to 
prevent user confusion, facilitate understanding of the 
functions, states, and actions of the automated driving sys-
tem, establish the driver’s condition and appropriate 
handover time, and the like. Guidelines have been formu-
lated for these items. Each company is considering how to 
realize these guidelines, and to develop competitive and 
high-quality products.

We describe three issues to be resolved to help realize a 
level 3 automatic driving system in “Considerations on 
automated driving HMI” (JAMA) and proposed guidelines 
for the readiness index and measurement method (inter-
national standard ISO/TC22/SC39).

For a level 3 automated driving system, it is desirable that 
the results of prior knowledge be understood and utilized 
by vehicle sales companies, driving education sites, and the 
like so that drivers and all tra�  c participants can be made 
aware of this information. However, to accept and utilize 
automated cars as safe vehicles, we believe that it is impor-
tant for each stakeholder to obtain common awareness 
through, for example, the development of speci� c teaching 
materials, and to enhance the quality of understanding.

For level 2 and 3 automated driving systems, it was possi-
ble to clarify the in� uence of the HMI on driver behavior 
and the influence of driver behavior on the system func-
tions through driving simulator and test course experi-
ments that examined the handover from automated to 
manual operation. Based on these results, we derived basic 
knowledge about HMI and knowledge about what infor-
mation to provide in advance.

As an index to evaluate the state of the driver during 
automatic driving, the conventional techniques of observ-
ing driver inattention and drowsiness were supplemented 
by technology to observe driver consciousness and the 
state of the driver based on these indices. We developed a 
prototype monitoring system, demonstrated its effective-
ness and feasibility, and derived the relationship between 
the time required for an appropriate transition when 
returning from automated to manual operation and the 
driver condition. Using these results, we proposed a readi-
ness level to the International Standards Conference, which 
represents the degree of driver preparation when switching 
from automated to manual operation.

At the same time, we developed an HMI concept and 
device that helps to restore and maintain driver prepared-
ness, and obtained results suggesting that this HMI is 
e� ective.

� e intention of an automated vehicle to alter its path can 
be communicated through inter-driver communication, 
vehicle behavior, and external HMI (mainly related to 
deceleration behavior). In situations where deceleration 
behavior or the like cannot be sufficiently understood by 
drivers and pedestrians at an early timing, the potential 

1 Task A (issues related to driver under-
standing of the system)

2 Task B (issues related to identifying 
driver readiness)

3
Task C (issues related to interaction with 
pedestrians and cars other than auto-
mated vehicles)

Outline of Human Machine Interface (HMI)

Kiyozumi Unoura (Honda R&D Co., Ltd.) 
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effectiveness of external HMI to indicate behavior was 
demonstrated.

In contrast, if the intention of an automated vehicle can-
not be clearly predicted, thereby a� ecting other drivers and 
pedestrians, it was suggested that standardization and edu-
cational learning for drivers and pedestrians will be neces-
sary to enable utilization of external HMI. However, since 
it was not possible to identify the speci� c e� ects of external 
HMI on the current tra�  c environment, e� orts were lim-
ited to consolidating basic knowledge and concrete device 
development has yet to take place.
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� e SIP-adus HMI Taskforce was established in 2015 to 
de� ne the research tasks related to human factors for safe 
and socially acceptable automated driving. The taskforce 
used a framework to extract potential problems related to 
human factors. � e framework consisted of three interac-
tions: interactions between the driver and the system, 
between the system and nearby road users, and between 
the system and society (Fig. 1).

Extracted potential problems were classified between 
those in cooperative � elds and those in competitive � elds 
from the standpoint of developers in the industry. Issues in 
cooperative fields were prioritized. Three issues with the 
highest priority in the cooperative fields were set as the 
three tasks A, B, and C for the SIP-adus human factors and 
HMI research project.
◆    Task A investigated the effects of system information 

(knowledge and dynamic state) on drivers’ takeover per-

formance for level 2 and 3 automated driving systems.
◆    Task B investigated the e� ects of the driver state (readi-

ness) on takeover performance for level 2 and 3 auto-
mated driving systems, and extracted metrics of 
readiness for driver monitoring.

◆    Task C investigated e� ective ways to functionalize auto-
mated vehicles to communicate to nearby road users for 
level 2 and higher automated driving systems.

2.1.　Overview of the task
In the case of a level 2 automated driving system, the 

driver must constantly acquire information about the traf-
fic and the environment outside the vehicle (object and 
event detection and response: OEDR), and must acquire 
that information within the designed transition time for a 
level 3 system. � e driver must also have or acquire infor-
mation about the system at the same time to enable poten-
tial safe transitions in the near future. Such system 
information is classi� ed as knowledge (i.e., static informa-
tion) and dynamic information (Fig. 2). Knowledge 
includes information about the system functions, limita-
tions, and the driver’s role. Dynamic information includes 
the system state (i.e., its operating mode, level, occurrence 
of malfunctions, and the like) and actions that the system 
is planning and executing.

Aim 1 of this task was to investigate the e� ects of system 
knowledge given to the driver before driving and experi-
ence of using the system on takeover performance. The 
effects of age were included. By achieving aim 1, we 

1 De� ning Tasks for Research

Fig. 1  � e framework used to extract potential problems related to human 
factors in automated driving.

2 Task A
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ABSTRACT: � e Human Factors and HMI research project consisted of three tasks: A, B, and C, and started in FY2016 as a three-year proj-
ect. Task A investigated the e� ects of system information on driver takeover performance. � e provision of well-de� ned knowledge about the 
system before driving and experience of using the system were found to have a positive e� ect. � e provision of some dynamic information 
about the system state was also shown to be e� ective. Task B investigated the e� ects of the driver state (readiness) on takeover performance 
and metrics of readiness. It was found that di� erent driver states in� uenced takeover performance in di� erent ways. Some metrics for states 
(readiness) in� uencing takeover performance were found. Task C investigated e� ective ways of functionalizing automated vehicles to com-
municate with nearby road users. An external HMI was found to be an e� ective additional cue for pedestrians to make a decision to cross a 
road when an approaching automated vehicle intended to yield but did not decelerate largely enough to clearly signal this intention. It was 
observed that the external HMI also induced unsafe behavior in some pedestrians. � is report was produced in the middle of the third year 
of the project and does not include all the studies conducted in the project.
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expected to learn requirements for pre-driving education 
and training for safe use of these systems. Aim 2 was to 
identify effective dynamic information for enabling suc-
cessful takeovers. This aim also included fundamental 
studies for HMI that e� ectively display dynamic informa-
tion in the cockpit.

2.2.　Aim 1
2.2.1.　Methods

The experiment used the fixed-base driving simulator 
located at the University of Tsukuba (Fig. 3). Subjects in 
two groups, a younger subject group (below 60 years old) 
and an older subject group (60 years and above) partici-
pated in the experiments. � e subjects were given knowl-
edge about the functions and limitations of the level 3 
system before driving with the system using the driving 
simulator. The knowledge information was categorized 
into � ve levels of quantity raging from condition 1 for no 
information to condition 5 for full information (Table 1). 
The subject was instructed to perform a surrogate refer-
ence task (SuRT, ISO/TS14198) with both hands off the 
steering wheel until the onset of the takeover request 
(TOR).

� e experiment scenario included several objects/events 
for which the system issued a TOR using a HMI with a 
� ashing visual icon and an auditory alert. When the TOR 
was issued, the subject was expected to take over control of 
the vehicle and continue driving. The subject’s response 
time before initiating a steering operation was measured as 
the takeover performance metric. � e � rst event of the sce-
nario was exiting a motorway, which was used to analyze 
the e� ects of knowledge information on takeover perfor-
mance. The subsequent objects and events were used to 
investigate the e� ect of experiencing takeover situations.
2.2.2.　Some results

� e response time from the onset of the TOR to initiation 
of the steering operation of each subject group was classi-
fied into three (Fig. 4) for each condition: within 10 sec-
onds (green), between 10 and 15 seconds (orange), and 
longer than 15 seconds or failure to implement takeover 
(red). It was found that information about takeover situa-
tions was important for implementing successful takeovers 
(conditions 1 to 3 vs. conditions 4 and 5). However, too 
much information about takeover situations degraded the 
subjects’ performance, especially in the case of the older 
subjects (condition 4 vs. condition 5).

Changes in the takeover success rate (success was de� ned 
as a response time within 10 seconds) over a number of 
takeover situations were calculated. � e success rates were 
mean values across all the conditions from 1 to 5 for each 

Fig. 2  Information the driver needs to have or acquire for level 2 and 3 
automated driving systems.

Fig. 3  � e driving simulator at the University of Tsukuba used for the Task 
A experiments.

Table 1 Experimental conditions

Fig. 4 Response time from TOR to initiation of steering operation.

Fig. 5.1  Change in success rate of takeover of younger subjects over 
number of takeover situations.
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subject group. Experiencing takeover situations improved 
the success rate of the younger subjects (Fig. 5.1), while the 
e� ect was limited for the older subjects (Fig. 5.2).

2.3.　Aim 2
2.3.1.　Methods

A level 2 system may stop functioning due to a failure 
without notifying the driver (i.e. a silent failure). � e sys-
tem may also fail to alert the driver when an object or 
event that is not detected by the system is encountered due 
to a functional limit of the system. � e driver is expected 
to monitor the environment (OEDR) and the system all 
the time so that the takeover action can be initiated when 
necessary. The study investigated what dynamic system 
information can help the driver to initiate a takeover action 
when an object or event that is not detected by the system 
is encountered.

� e experiment compared driver-initiated takeover per-
formance when information about objects detected by the 
system was provided, when information about planned 
system actions was provided, when a combination of these 
two information types was provided, and when no infor-
mation was provided (i.e. the baseline). The information 
was visually displayed with icons (Fig. 6) on a monitor 
placed in the center stack of the cockpit mounted in the 
� xed-base driving simulator. A total of 60 subjects aged 60 
years and older participated in the experiment. The sub-
jects were given knowledge prior to driving that the system 
may fail to detect objects or events due to a functional lim-
itation. � e subjects were instructed to perform the OEDR 
task with both hands o�  the steering wheel.

The scenario included several objects and events for 
which the system issued a TOR, avoided automatically, or 
failed to detect. � e object detection failures (4 times) were 

designed to cause crashes unless the subject initiated a 
takeover. � e number of crashes was counted as the mea-
sure to compare the four conditions.
2.3.2.　Some results

� e number of crashes with undetected objects is shown 
in Fig. 7. � e crashes were caused when the subject failed 
to initiate or delayed initiation of a takeover. Subjects who 
did not use the HMI throughout the scenario were 
excluded. � e combination of information about detected 
objects and planned actions largely lowered the number of 
crashes from the baseline condition (no information) while 
the number of crashes did not decrease when only infor-
mation about detected objects or planned actions was pro-
vided.

2.4.　Some conclusions
◆    Knowledge required for successful takeover was clari-

� ed.
◆    Experiencing takeover situations improved the takeover 

performance of younger subjects, but had a limited e� ect 
for older subjects.

◆    � e results will be veri� ed in test track experiments.
◆    The provision of a combination of visual information 

about detected objects and planned system actions 
improved driver-initiated takeover performance in the 
case of objects undetected by the system.

◆    Other types of dynamic information are also being stud-
ied.

3.1.　Overview of the task and aims
With a level 2 system, the driver is expected to perform 

the OEDR task at all times and take over control immedi-
ately after a system request. With a level 3 system, the 
driver is allowed to perform non-driving related activities 
but is expected to take over control within a designed tran-
sition time a� er a system request. When the driver state is 
not ideal, the takeover action may be delayed or its quality 
may decline when a system request occurs.

A driver monitoring system (DMS) constantly monitors 

Fig. 7  Number of crashes with objects undetected by the system with 
provision of various system information.

3 Task B

Fig. 5.2  Change in success rate of takeover of older subjects over number of 
takeover situations.

Fig. 6  (a) Information of detected objects (b) Combination of detected 
objects and planned action.
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the readiness of the driver to take over control, detects 
decreases in readiness, and informs the system of this state. 
� e main system then executes an intervention through an 
alert and/or termination of the automated mode with the 
aim of improving the reduced driver readiness, or stops the 
vehicle when continuing driving is determined to have a 
high risk (Fig. 8).

This task had two aims. Aim 1 was to investigate the 
effects of various driver states on takeover performance 
and to de� ne readiness as a state that a� ects takeover per-
formance. Aim 2 was to extract readiness metrics for a 
DMS. Readiness was considered to include both the physi-
cal and visual-cognitive state of the driver. Although physi-
cal states include the position of hands, posture, seating 
position, and the like, these were not included in this task 
because their e� ects and metrics are both relatively appar-
ent. � e visual-cognitive state was classi� ed as cognitively 
loaded, visually loaded, and low alertness, and their e� ects 
on takeover performance and the metrics were investi-
gated. Takeover performance included both the speed and 
the quality of the action to manually cope with an object or 
event, and to stabilize the vehicle a� er the takeover to nor-
mal manual driving.

3.2.　Methods
Experiments 1 and 2 below were carried out to accom-

plish aims 1 and 2. A total of 80 subjects participated in the 
experiments. � e experiment used the motion-base driv-
ing simulator located at National Institute of Advanced 
Industrial Science and Technology (Fig. 9).
3.2.1.　Experiment 1

� e subjects drove a simulated level 2 automated driving 
system while both performing and not performing non-
driving related tasks (NDRTs). � e NDRTs were cognitive 
N-back tasks (low and high loads) and visual SuRTs (low 
and high loads). � e subjects were instructed to place their 
hands o�  the steering wheel, and monitor the environment 
as well as the system while performing the NDRT. Various 
physiological indices of the subjects were measured while 

driving (Table 2).
The driving scenarios included several events with low 

criticality for which the system requested takeover to the 
subject. � e following event was used for measuring take-
over performance: The subject vehicle was following a 
leading vehicle with the system activated, a TOR was 
issued due to a system malfunction causing the system to 
shut down. � e leading vehicle then changed lanes 1 sec-
ond a� er the TOR and exposed a stationary broken-down 
vehicle in the same lane. The TOR was issued when the 
TTC to the broken-down vehicle was 6 seconds. � e sub-
ject was expected to takeover in response to the TOR, 
detect the stationary vehicle, change the lane manually, and 
� nally stabilize the vehicle in the next lane. Various perfor-
mance measures were collected in terms of response to the 
TOR, maneuvering to change lanes and avoid a crash, and 
stabilization of the vehicle a� er changing lanes.
3.2.2.　Experiment 2

To investigate the e� ects of arousal, the subjects drove a 
level 3 system through another scenario. � e subjects were 
not given any tasks, including monitoring the environment 
or the system, with the expectation that monotony would 
induce drowsiness with enough inter-subject variability. 
� e physiological indices shown in Table 2 were also mea-
sured in experiment 2. � e scenario was a monotonous 20 
minutes motorway drive and included a motorway exit 
event after issuing a TOR at the end of the scenario. The 
time to initiate a steering maneuver in response to the 
TOR was used as the performance measure.

3.3.　Some results
The level of cognitive load applied to the subjects while 

the system was operational correlated with the minimum 
distance to the stationary vehicle while changing lanes a� er 
the TOR (Fig. 10.1). � e results implied that the e� ect of 
the cognitive load remained after the TOR and that the 
cognitive process remained slow, resulting in degradation 
of the driver’s ability to avoid a collision with the object. In 
contrast, the level of visual load correlated with the vari-
ability in the steering angle in the 5 seconds a� er changing 
lanes (Fig. 10.2). The results implied that the visual load 
degraded situational awareness, resulting in abrupt steer-
ing and unstable steering operations to stabilize the vehicle 
a� er changing lanes. � ere was no di� erence found in the 

Fig. 8 Research aims of driver monitoring system and interventions.

Fig. 9 � e driving simulator at AIST used for the Task B experiments.
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response times for steering initiation between the two 
loading conditions. A schematic expression of the vehicle 
trajectories under the two loading conditions is shown in 
Fig. 11.

Multiple biometrics of the cognitive and visual state of 
the driver (readiness) were extracted. Considering in-vehi-
cle real-time monitoring of readiness by the DMS, the 
blinking frequency and the frequency of saccadic eye 
movement were candidate metrics for the cognitively 
loaded state (Fig. 12.1), while the percentage of time look-
ing forward and the frequency of saccadic eye movement 
were candidate metrics for the visually loaded state (Fig. 
12.2). For the arousal level, “Perclos” (percent eye closure, 
Dingus and Grace, 1998) was found to correlate with the 
time to initiate a steering operation to exit the motorway 
a� er the TOR (Fig. 13).

3.4.　Some conclusions
◆    Low arousal, cognitive load, and visual load degraded 

the driver’s take-over performance in different ways. 
� ey were found to be components of readiness.

◆    � e frequency of saccadic eye movement, blinking fre-
quency, percentage of time looking forward, and Perclos 
were extracted as metrics of readiness for driver moni-
toring.

◆    The results were tested in test track experiments and 
similar results were obtained. � e results will be tested 
in a FOT.

◆    A prototype DMS is being prepared based on these � nd-
ings to examine applicability with an on-board system.

◆    An HMI to maintain an appropriate level of driver alert-
ness is being investigated.

Table 2 Physiological measurements

Fig. 10.1  Cognitive load applied to the driver before the TOR and takeover 
performance a� er the TOR.

Fig. 10.2  Visual load applied to the driver before the TOR and takeover 
performance a� er the TOR.

Fig. 11  Schematic expression of trajectories of the subject’s vehicle a� er the 
TOR.

Fig. 12.1 Cognitively loaded driver state and biometrics.

Fig. 12.2 Visually loaded driver state and biometrics.
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4.1.　Overview of the task
Drivers exchange their intentions with other drivers or 

vulnerable road users (e.g. pedestrians and cyclists) using 
various non-verbal communication cues in situations 
where tra�  c regulations are uncertain. � ese cues include 
signaling devices, vehicle behavior, and driver behavior 
such as eye contact and hand gestures. A large part of on-
road communication is informal and likely to be influ-
enced by individual attributes and social norms.

When considering mixed tra�  c � ows of automated (level 
2 or above) and non-automated vehicles, automated vehi-
cles are also expected to non-verbally communicate with 
other road users for safety, security, and tra�  c e�  ciency, 
all of which are considered to be components of social 
acceptance. Task C firstly investigated current on-road 
communication between drivers and between drivers and 
pedestrians (Aim 1). Secondly, measures to functionalize 
automated vehicles to enable communication were investi-
gated to identify design requirements and recommenda-
tions (Aim 2). The effects of the attributes of road users 
and social norms were also considered (Fig. 14).

4.2.　Aim 1
To understand the current situation, on-road communi-

cation between drivers and between drivers and pedestri-
ans was observed and measured using multiple methods, 
including fixed point observation, in-vehicle observation 
(using an instrumented vehicle), test track experiments, 
and web-surveys. It was found that vehicle behavior was 
the primary communication cue when yielding to other 
road users. Rather than deceleration alone, flashing the 
headlights was sometimes used as an additional cue to 
express that the vehicle planned to yield and let another 
road user go � rst. It was also found that the driving experi-
ence of pedestrians in� uenced the type of cues they used 

in communication.

4.3.　Aim 2
4.3.1.　Method

Test track experiments were conducted using a simulated 
automated vehicle with a simulated external HMI. The 
simulated external HMI was a board with a written mes-
sage, which was displayed in the car facing towards other 
road users in front of the vehicle (Fig. 15). Several di� erent 
written messages were used to investigate the e� ects of the 
type of message separated from the e� ects of the external 
HMI design. � e written messages were large enough for 
other road users to read.

One of the experiments investigated communication 
between the automated vehicle and a pedestrian. � e sub-
ject stood by an unsignalized crosswalk waiting to cross 
the road while the simulated automated vehicle was 
approaching. � e simulated automated vehicle sent com-
munication cues that it planned to yield. � ese cues were 
combinations of different written messages (no message, 
“A� er you” and “Automated driving”) and di� erent decel-
eration pro� les (large deceleration: 2510 km/h and small 
deceleration: 2515 km/h). A total of 14 adults with driv-
ing experience (licensed subjects) and 13 adults without 
driving experience (non-licensed subjects) participated in 
the experiment. The subject was instructed to press a 
handheld button when the subject believed the vehicle 
planned to yield and when the decision was made to start 
crossing. The subject rated the level of confidence about 
the decision a� er pressing the button. In one of the condi-
tions, an additional ordinary (manual) vehicle approached 
the same crosswalk from the other side of the crosswalk 
(Fig. 16). � e subject’s head turning behavior to check the 
approaching vehicles on both sides was observed (after 
reading the message and before crossing).

Fig. 13  “Perclos” measured before the TOR and takeover performance a� er 
the TOR.

4 Task C

Fig. 14 Approaches to Task C

Fig. 15 Simulated external HMI.
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4.3.2.　Some results
(1) Tra�  c e�  ciency

The ratio of the subjects who believed that the vehicle 
planned to yield is shown for each written message in Fig. 
17.1 for the large deceleration condition and in Fig. 17.2 
for the small deceleration condition. It was found that large 
deceleration was a clear sign that the vehicle planned to 
yield. However, whereas small deceleration was not a clear 
sign that the vehicle planned to yield, the “A� er you” mes-
sage compensated for this situation. � e “Automated driv-
ing” message resulted in lower or no increase in the rate 
that the subjects believed the vehicle planned to yield. � e 
responses were similar for both subject groups.

(2) Sense of security
� e subjects’ con� dence scores are shown in Fig. 18 for 

each message and small deceleration. It was found that 
both the “After you” and “Automated driving” messages 
increased the con� dence of the licensed subjects compared 
to a condition with deceleration only. For the non-licensed 
subjects, deceleration alone gave more con� dence than for 
the licensed subjects, and the e� ect of the “A� er you” mes-
sage was small. The “Automated driving” message largely 

decreased con� dence.

(3) Safety
Observation of the subjects’ head motions for checking 

approaching vehicles after reading the message indicated 
that two of the 27 subjects did not check the other side at 
all, and that three subjects checked both sides but fewer 
times than the baseline situation without the automated 
vehicle. � e results implied that the messages might have 
drawn too much attention from some subjects and 
degraded their alertness, resulting in unsafe behavior. � e 
behavioral changes did not show any correlation to the 
subjects’ driving experience or the message type. More 
data were needed to find criteria to minimize negative 
e� ects.
4.3.3.　Some conclusions
◆    Vehicle behavior is the primary communication cue to 

surrounding pedestrians.
◆    An external HMI can be an additional cue for pedestri-

ans to clarify the intention of an automated vehicle to 
yield when the vehicle behavior is not clear enough.

◆    The meaning of an external HMI signal needs to be 
selected carefully to magnify the positive e� ects.

◆    Some external HMI might cause negative safety e� ects 
for some pedestrians.

◆    � e driving experience of pedestrians may be a contrib-
utor to different responses to the external HMI. The 
design of an external HMI must be universal.

◆    Communication between automated vehicles and nearby 
driver is being investigated in parallel.

� e three tasks A, B, and C have been tackled. � e results 
indicated that human factors are major issues, but also sug-
gested some possible solutions to these issues for the devel-
opment of safe and socially acceptable automotive vehicles. 
� is document only shows a part of the experiments and 
results that were carried out and omits some studies for all 
of the three tasks.

Fig. 16 Experiment with an additional ordinary vehicle.

Fig. 17.1  Ratio of the subjects who believed the vehicle planned to yield 
for each of the written messages under the large deceleration 
condition.

Fig. 17.2  Ratio of the subjects who believed the vehicle planned to yield 
for each of the written messages under the small deceleration 
condition.

Fig. 18  Scores for the subjects’ con� dence in their decisions under the 
small deceleration condition.

5 General Conclusions
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If a malfunction occurs while a driver is using an SAE 
level 2 automated driving system on a highway, and it 
becomes di�  cult to continue automated driving, the driver 
has to take over manual driving safely and smoothly. In 
this case, if communication via the human machine inter-
face (HMI) between the system and driver is not executed 
rapidly and appropriately, the driver may become confused 
and unable to drive safely. This research investigated the 
technical requirements for HMI and the like to ensure the 
safety of automated driving systems (level 2) based on 
experiments using a driving simulator (DS) capable of 
simulating typical driving transitions from the system to 
the driver.

2.1.　Functions of the automated driving system
� is research de� ned a combination of an automatically 

commanded steering function (ACSF) and adaptive cruise 
control (ACC) as a level 2 automated driving system for 
use on a highway under the premise of driver monitoring 
of the surrounding traffic situation. ACSF is capable of 
keeping the vehicle in its lane and changing lanes automat-
ically, and ACC is capable of keeping a constant distance 
between cars. While the system was operating normally, it 
was not necessary for the driver to operate the steering 
wheel, accelerator pedal, or brake pedal manually.

2.2.　Experimental scenarios
In this research, the following two experimental scenarios 

were carried out.

2.2.1.　Occurrence of malfunction on curve
Figure 1 shows the outline of the experimental scenario. 

An ACSF malfunction occurs while the car is driving on a 
curve, requiring the driver to take over steering operation. 

Figure 2 shows the methods for reducing steering torque 
when a malfunction occurs. In case 1, steering torque is 
reduced to 0 Nm suddenly, and in case 2, steering torque is 
reduced to 0 Nm gradually. Table 1 shows the time from 
the start of the malfunction warning until the system stops. 
Table 1 also shows the condition of button operation at 
certain time intervals. Button operation was carried out as 
a task to investigate how effectively drivers can maintain 
concentration while using the level 2 automated driving 
system.

2.2.2.　Occurrence of malfunction while changing lanes
Figure 3 shows the outline of the experimental scenario. 

An ACSF malfunction occurs while the car is changing 

1 Purpose of the Research

2 Experimental Method Fig. 1 Outline of experimental scenario (driving on curve)

Fig. 2 Methods of reducing steering torque

Table 1 Combinations of experimental conditions

Development of Automated Driving SystemsI

② Human Machine Interface (HMI)

Basic Research into Requirements of HMI to Ensure 
Safety for Automated Driving Systems

Toru Kojima (National Agency for Automobile and Land Transport Technology, National 
Tra�  c Safety and Environment Laboratory)
ABSTRACT: While a driver is driving on the highway using a level 2 automated driving system and a system malfunction occurs, control of 
driving operations are handed over from the system to the driver. � is research examines the necessary time margin for the driver to take over 
manual operation based on experiments conducted with normal drivers using a driving simulator.

71SIP-adus: Project Reports, 2014-2018



lanes, requiring the driver to take over steering operation. 
Figure 4 shows the definition of “lane change time and 
Table 2 shows the combinations of the lane change time 
and the time from the start of the malfunction warning 
until the system stops.

2.3.　Other experimental conditions
Tables 3 and 4 show the running times of the scenarios in 

the DS, as well as the number of times of driving on the 
curve and the number of overtaking maneuvers that were 
performed before a malfunction occurs. In this experi-
ment, several di� erent running times were applied to avoid 
creating expectation of the event by the experimental par-
ticipants.

In this experiment, visual information on a display and 
an acoustic signal from a speaker were used as the HMI.

Twenty-� ve non-elderly persons (ages: from 20s to 50s) 
and five elderly persons (ages: from 65s to 70s) who fre-

quently drive participated in the experiments. When using 
the automated driving system, they kept their hands o�  the 
steering wheel until they recognized a warning about a sys-
tem malfunction. � e participants were also asked to look 
forward and con� rm the behavior of the car.

Each person participated in all the experimental condi-
tions shown in Tables 1 and 2.

Figure 5 shows photographs of the DS that was used in 
the experiment. � is DS uses an actual passenger car body, 
and has several motion devices that simulate the motions 
of the car. � e steering wheel of the DS turns automatically 
following the vehicle course.

3.1.　Occurrence of malfunction while driving on curve
3.1.1.　Condition: no button operation at certain intervals

Figure 6 shows the response time in each experimental 
condition until the driver held the steering wheel after a 
malfunction warning was shown. The average reaction 
time including the standard deviation was from 1.0 to 1.3 
seconds, and no statistical di� erence was found. Figure 7 
shows the maximum deviation of the right front wheel in 
each experimental condition (a positive value indicates 
departure from the lane). For case 1 (0[s] later stop), a 
maximum deviation of 3.2 meters, including the standard 
deviation, was observed, and a statistical difference was 
found compared to the other three experimental condi-
tions. No statistical di� erence was found in the other three 
conditions.

� ese experimental results suggest that the system should 
maintain the steering torque for driving around the curve 
for at least 2 seconds a� er the system shows a malfunction 
warning to the driver. In contrast, the experimental results 
of case 2 (0[s] later stop) suggest that reducing steering torque 
gradually is an e� ective, way of maintaining the time margin.

Fig. 3 Outline of experimental scenario (changing lanes)

Fig.4 De� nition of lane change time

Table 2 Combinations of experimental conditions

Table 3 Scenario running times and number of operations (2.2.1.)

Table 4 Scenario running times and number of operations (2.2.2.)

Fig. 5 External view and driver’s seat of DS

3 Experiment Results

Fig. 6 Comparison of steering wheel response time
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3.1.2.　Condition of button operation at certain intervals
Figure 8 shows the rates of button misoperation after 

showing a malfunction warning. When the interval condi-
tion was set to every 1 minute, 13 drivers recognized the 
warning as a button operation signal by mistake. Under the 
5-minute interval condition, 3 drivers recognized the 
warning as a button operation signal by mistake. Figure 9 
compares the response time until the driver held the steer-
ing wheel a� er the malfunction warning was shown in the 
case of 13 drivers. Under the 1-minute interval condition, 
the average reaction time, including the standard deviation 
increased by around 1 second compared to when there was 
no button operation task. � is is a statistically signi� cant 
di� erence. Figure 10 compares the maximum deviation of 
the right front wheel for the same 13 drivers. Under the 
1-minute interval, the maximum deviation, including the 
standard deviation, increased by around 3 meters com-
pared to when there was no button operation task, which 
is also a statistically signi� cant di� erence.

3.2.　Occurrence of malfunction while changing lanes
Figure 11 shows the response time under each experi-

mental condition until the driver held the steering wheel 
a� er the malfunction warning was shown. When the lane 
change time was 6[s] (2[s] later stop), the reaction time 
was longer than in the other two cases, which is a statisti-
cally signi� cant di� erence. Figure 12 shows the maximum 
deviation of the right front wheel in each experimental 
condition. When the lane change time was 3[s] (0[s] later 
stop), a maximum deviation of around 1 meter, including 
the standard deviation, was observed. � is is a statistically 
signi� cant di� erence compared to the other three experi-
mental conditions. In contrast, no departure from the lane 
was observed under the other experimental conditions 
(lane change time: 6s).

� ese experimental results suggest that the system should 
continue steering control for at least 2 seconds after the 
system shows a malfunction warning to the driver, the 
same as the result described in Section of 3.1. above. How-
ever, the experimental results with a lane change time of 
6[s] (0[s] later stop) suggest that taking a slightly longer 
time to change lanes under normal conditions is an e� ec-
tive way of maintaining the time margin.

Fig. 7 Comparison of maximum deviation of right front wheel

Fig. 8 Comparison of number of button misoperations

Fig. 9 Comparison of steering wheel response time

Fig. 10 Comparison of maximum deviation of right front wheel

Fig. 11 Comparison of steering wheel response time

Fig. 12 Comparison of maximum deviation of right front wheel
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According to the results of the experiments described 
above, when a system malfunction occurs and the driver 
takes over manual driving, around 2 seconds may be 
regarded as the necessary time margin for a safe takeover 
operation in the case of a level 2 automated driving system. 
In addition, gradually stopping the steering control after 
the start of the warning, and carrying out lane changes 
over around 6 seconds under normal conditions were 
found to be e� ective ways of maintaining the time margin.
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1.1.　Advances in vehicles
As vehicles become increasingly equipped with multiple 

electronic control units (ECUs), these ECUs—which have 
specific features and purposes—are connected via a con-
troller area network (CAN). It is necessary for advances in 
vehicles to provide safe and comfortable mobility, as well 
as support for basic car functions (e.g. accelerating, steer-
ing and braking), and this is realized by having communi-
cation links with each ECU. Recently, it is common for 
vehicles to communicate with the outside world through 
wireless communications; mobile networks, dedicated 
short range communications (DSRC), Wi-Fi, Bluetooth or 
other meas. As a result, vehicle cooperative functions using 
external communications have dramatically improved.

1.2.　Trends in Vehicle Cybersecurity
As wireless communications are coming to play a more 

important role in vehicles with advances in automated 
driving technologies, the risks presented by cracking and 
black-hat hacking have to be considered more carefully 
from the perspective of vehicle cybersecurity. In fact, hack-
ing has become increasingly sophisticated year by year. In 
2013, there was a report that certain vehicles were con-
trolled by connecting a wire to the vehicle network to 
inject vehicle control commands. In 2015, the � rst remote 
hacking via cellular communications was reported in 
America. Exploiting vulnerabilities in the internal vehicle 
network and devices, the hackers sent unauthorized com-
mands and thus remotely controlled its steering, brakes, 
and transmission, all from a laptop. Thereafter, hacking 
cases have been reported every year in both wired and 
wireless networks. Hacking over wireless networks, espe-
cially, leaves a lot of cars widely vulnerable to the threat of 
a remote attack. With the spread of connected vehicles and 
tools that access vehicle networks, it is becoming easier to 
make attacks. � erefore, it is necessary to ensure that vehi-
cles are protected from cracking and black-hat hacking, 
and clear cybersecurity is required. In addition, signi� cant 
concern and cost is required in developing the safety and 
security of vehicles with automated driving technologies. 

Furthermore, there is high demand for a cybersecurity 
evaluation and secure design process.

2.1.　Strategies of the Automotive Industry
The difficulties of developing cybersecurity for vehicles 

are: 1) to address security challenges for customers and 
passengers, a concern that is di� erent from those of the IT 
industry, 2) to deal with malicious intent (i.e. cybersecu-
rity), which is a change for automakers that used to focus 
on accidental failure from the viewpoint of function safety, 
3) the long lifecycle of vehicles. These tasks cannot be 
achieved through competition. � e automotive industry as 
whole has to closely collaborate on these issues as much as 
possible. Currently, the following organizations have a spe-
ci� c role:

•  JAMA – Industry Principles (Planning and Operation)
•  JSAE – Standardization (Requirements)
•  JasPar – Standard Technologies (Design)

Moreover, in terms of international relationships:

•  JAMA cooperates with United Nations WP.29
•  JSAE cooperates with the ISO and SAE
•  Jaspar cooperates with Autosar

2.2.　Trend in Legislation
The United Nations WP.29 has decided that the guide-

lines on cybersecurity and data protection for vehicles with 
automatic driving technologies will come into effect in 
2020. � ey require warning drivers and a safety controller 
for the vehicle when the vehicle detects a cyberattack. � e 
ISO and SAE have been working together to defi ne a struc-
tured process to ensure cybersecurity and ISO/SAE 21434, 
a world-first joint standard by the ISO and SAE, will be 
released in 2020.

2.3.　Auto-ISAC
Meanwhile, in America, Alliance of Automobile Manu-

factures (AAM) established Auto-ISAC (Automotive Infor-
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mation Sharing and Analysis Center) in 2016, in response 
to the above mentioned cases (cf. Section 1.2). Auto-ISAC 
is to share the most up-to-date information on vehicle 
cyberthreats for vehicle devices and networks among the 
automotive industry. One year later, Auto-ISAC was also 
established in Japan under JAMA.

3.1.　Scope of Study for Research and Development Sce-
narios by Sub-Working Group

Prior to the start of the study, we, all entities involved in 
vehicle cybersecurity in Japan, reached an agreement with 
respect to the basic on-board system architecture for vehi-
cles as part of a consensus with the automotive industry in 
order to clarify the scope of the study. Thereafter, our 
objective was determined as the study of cybersecurity 
inside vehicles to achieve industry and international stan-
dards. Meanwhile, data center security is being assessed by 
SIP- Cybersecurity for Critical Infrastructure.

3.2.　Overview of 4-Year Plan for Sub-Working Group

•    Construct a common type of system modeling for auto-
motive driving technologies

•    Develop security requirements via threat analysis
•    Develop evaluation environments and standardize evalu-

ation methods
•    Study the simplifi cation of signatures for V2X communi-

cations and standardize the relevant methods

About the author
1)    Takashi Imai, President, Toyota InfoTechnology Center 

Co., Ltd.
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� e basis of automated driving systems, information such 
as high de� nition map data and data on vehicles, pedestri-
ans, road infrastructure and so on, is expected to be 
obtained primarily from external networks. Such informa-
tion will be transferred to vehicle control/information 
devices used for vehicle control in the automated driving 
system. � is could lead to cybersecurity issues that did not 
exist in conventional cars. In order to resolve these issues, 
the Cross-ministerial Strategic Innovation Promotion Pro-
gram (SIP), Automated Driving System/Large Scale Field 
Operational Test, Information Security Field Operational 
Test conducted threat research/analysis on cybersecurity 
threats related to automated driving, established cyberse-
curity evaluation methods/protocols at the vehicular level 
aimed towards international standardization, and planned 
to conduct technical research through black box testing of 
the vehicle systems provided from participants in the � eld 
operational test.

2.1.　Objectives and Scope
� e objective of the project is to formulate a comprehen-

sive threat model of attacks that could come from sources 
external to the vehicle, such as V2X, and to establish public 
consensus on the cybersecurity of automated driving vehi-
cles.

� e formulation of the comprehensive threat model was 
conducted in two phases. The first phase consisted of 
research on a common model of automated driving sys-

tems. � e activities by automotive manufacturers, suppli-
ers, and IT companies related to automated driving/
connected cars were researched, categorized and organized 
on a factual basis. The second phase listed threats from 
sources outside the vehicle, such as V2X, against the com-
mon model, evaluated the impact of each threat item, and 
conducted research on countermeasures for highly critical 
threats, re� ecting any changes to the evaluation guidelines 
developed as necessary.

2.2.　Research Approach
Threat analysis research was conducted in two phases: 

Research on a common model for automated driving sys-
tems, and Research on a comprehensive thread model.

2.3.　Research on Common Model for Automated Driv-
ing Systems

In this phase, services and features related to automated 
driving systems were listed and, for each feature, an 
assumed system architecture was developed and taken into 
consideration to identify a common model for automated 
driving systems.
2.3.1.　Listing Services and Features Related to Auto-
mated Driving

As a first step, all services and features related to auto-
mated driving systems were listed. Research targeting 16 
automotive manufacturers, 4 automotive component man-
ufacturers and 24 IT companies that develop automated 
vehicles was conducted on services related to automated 
driving as well as the features required to enable such ser-
vices.

The list of services and features identified through the 
research is as follows:

1 Project Overview

2 Formulation of Comprehensive � reat 
Model
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Driving/parking assistance: distant control, lane control, 
lane control (ITS cooperative), platooning, automated 
driving, automated driving (ITS cooperative), parking 
environment display, automated parking, automated park-
ing (smartphone cooperative)

Safe driving assistance: emergency braking, pedestrian 
detection (V2P), danger alert (ITC cooperative)

Fuel saving driving assistance
Remote vehicle control: door locking/unlocking, charging 

control, charging control (AI voice recognition), air condi-
tioner control, air conditioner control (AI voice recogni-
tion), restart engine/unable steering lock release

Failure detection: failure detection
Navigation: route search, operator service
Entertainment: calendar/email syncing, social media, 

Wi-Fi spots, other applications
2.3.2.　Assumed System architecture for Each Feature

Along with the list of services and features related to 
automated driving presented in Subsection 2.3.1, assumed 
system architectures for each features were developed. In 
this process, leading companies in development of various 
automated driving vehicle models were selected, and a 
desk study was conducted based on information made 
public by each companies. A series of expert interviews 
was then conducted to review the developed assumed sys-
tem architecture.
2.3.3.　De� nition of a Common Model for Automated 
Driving Systems

In this project, all assumed system architectures for each 
feature were considered and integrated to identify a com-
mon model for automated driving system for threat analy-
sis/research. Expert interviews were conducted for this 
step as well to review the common model.

The following Figure 1 depicts the common model for 
automated driving system identified through the threat 
analysis research.

2.4.　Research on Complete Picture of � reats
In this research, threat was de� ned as “a potential element 

that causes harm (damage) to the common model of auto-
mated driving system”. � is de� nition was re� ned from the 
definition of Threat in ISO/IEC 27000:2009 to match the 
purpose of the research.
2.4.1.　Listing of � reats against Common Model of 
Automated Driving Systems

Based on the above definition, the common model and 
the threat matrix by the World Forum for Harmonization 
of Vehicle Regulations (WP.29) were compared to extract 
the target of attack and threat against the common model, 
which were then categorized based on the CAPEC attack 
type, and common weakness enumeration (CWE) was 
used to compare and verify the result of categorization 
from the viewpoint of defects to create a list of threats 
against the common model of automated driving systems.

� e list created is as follows:
(1) � reats related to vehicle system

Leakage of OEM assets (information), leakage of vehicle 
owner’s personal data, leakage of encryption keys, falsi� ed 
vehicle control so� ware, unauthorized vehicle ID change, 
ID spoofing, falsification of driving data, unauthorized 
vehicle diagnostic data falsification, deletion of log data, 
falsification of control feature parameters, falsification of 
charging feature parameters, service disruption due to data 
� ooding, introduction of malware, circumvention of moni-
toring systems.
(2) � reats related to vehicle physical external interfaces

Sensor spoo� ng, communication data route falsi� cation, 
virus infection from external media, intrusion from physi-
cal external interfaces (USB etc.) sending unauthorized 
diagnostic message (OBD II etc.)
(3) Threats related to vehicle internal communication 
channels

Communication interception, unauthorized data access 
from communication channel, falsi� cation of communica-
tion data, falsification of communication feature (e.g. 
remote keys), data falsi� cation of short range communica-
tion/sensors, unintended feature execution due to com-
mand injection, falsi� cation/overwriting/deletion/addition 
of data/code, virus infection from communication chan-
nels, sending unauthorized CAN messages, sending unau-
thorized special messages (e.g. messages only allowed to be 
sent from OEMs), data input from unreliable source, ser-
vice disruption due to data � ooding, sender spoo� ng, civil 
attacks, replay attacks.
(4) Threats related to vehicle external communication 
channels

Communication channel interception, unauthorized 
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access to data through communication channels, MITM 
attacks, data/code falsification/overwrite/deletion/addi-
tion, data input from unreliable source, sending unauthor-
ized V2X messages, virus infection from communication 
channel, falsi� ed third party application, disruption of ser-
vice due to data � ooding, black hole attack in V2V com-
munication, civil attack, command injection, replay attack, 
root compromise.
(5) � reats related to external server

Information leakage due to server intrusion, information 
leakage due to inappropriate data sharing, server takeover 
due to server intrusion, DoS attack on server, server destruc-
tion due to server intrusion, unauthorized usage of facility
(6)� reats related to update service

Leakage of encryption key for updates, disruption of 
update/falsification of update program (server/local), 
injection of unauthorized update data, disruption of autho-
rized update
(7) � reats related to attacks from vehicle (secondary dam-
age)

Transmission of unreliable V2V data, timing attack, send-
ing false emergency information, DoS, attacks from vehicle 
to other system, transferring unreliable data to infrastruc-
ture, DoS against infrastructure, botnet vehicle, DoS 
against network
(8) � reats related to physical factors

Data loss due to crash or other accident, data loss due to 
failure in DRM management, data loss due to malfunction 
of IT component, data leakage due to resale/purchase of 
vehicle by the owner, OEM data falsi� cation
2.4.2.　Identi� cation of a Comprehensive � reat Model 
for the Automated Driving System Common Model

A framework was developed to evaluate the criticality of 
the threats extracted. � e framework combines the evalua-
tion criteria developed by WP.29 and JSAE to semi-quan-
tify the � reat Impact and the Attack Di�  culty to estimate 
the � reat Criticality.
*� reat Criticality calculation formula:
� reat Impact × Attack Di�  culty × Impact of Incident × 
Information Asset Criticality = � reat Criticality

Using the framework, threat criticality was calculated for 
each feature that enables automated driving systems.

Of the inherent threats, threats with a criticality score of 
Level II or higher were extracted and shown in the follow-
ing table. Countermeasures and responsible parties for 
each countermeasure were also determined, taking into 
consideration the countermeasures recommended in 
WP.29 etc.

For threats classified as Level II or above, the necessary 
vehicle-side countermeasures were included in the Infor-
mation Security Evaluation Guidelines developed during 
this project. However, threats described in red text cannot 
be adequately countered with vehicle-side measures alone 
and therefore require separate consideration for counter-
measures by the responsible party identi� ed in the table.

Refer to Cybersecurity for Critical Infrastructure, sepa-
rately studied in SIP, for countermeasures by IT service 
providers.

Table 1

Table 2
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� e following Figure 2 depicts the threats with a score of 
6.0 or above along with a visualization of the common 
model of automated driving system.

2.5.　Summary of the Approach towards Research on 
Complete Picture of � reats

In the research, all possible threats were derived by taking 
into consideration the system architectures related to auto-
mated driving system. � reats to be responded with prior-
ity were identified using the Criticality Evaluation 
Framework. � en, responsible actors for the countermea-
sures were identi� ed and the necessary vehicle-side coun-
termeasures were reflected in the Information Security 
Evaluation Guidelines.

 In the analytic approach in the research, 40 assumed sys-
tem architectures were identified from 35 features that 
comprise 12 services. For each system architecture, 72 
threats were listed, and the WP.29, CWE and CAPEC cate-
gories were combined to identify 3,040 threats in total.

Of the 579 threats with a possibility of occurrence that 
were derived, considering the system architecture and 
applying the Criticality Evaluation Framework identified 
560 threats classi� ed as Caution, 17 as Warning and 2 as 
Urgent. � e responsible actors were identi� ed and included 
in the guidelines for the 17 threats classified as Warning 
and the 2 threats classi� ed as Urgent.

3.1.　Scope of the Evaluation Guideline
� e following diagram depicts the function and position-

ing of the evaluation method established in the guidelines 
in the V-model vehicle development process.

3.2.　Principles of Evaluation Guideline Development
The evaluation items in the guidelines were developed 

using the following three principles.
The first principle was to identify threats that could 

potentially materialize with clear evidence in real-world 
conditions.

Issues identi� ed through attacks (evaluation) from actual 
attack cases, which are issues that could arise, were used as 
final evidence for judging whether remediation is neces-
sary.

The second principle was to construct a practical work 
procedure by focusing on discovering the critical path that 
can lead to serious issues.

� e work procedure for discovering issues was optimized 
to enable adoption in the vehicle development process by 
setting the evaluation goal at taking over the feature of 
privilege over vehicle control, which could in� ict the most 
serious vehicle security issues.

� e third principle was to identify items to be added to 
the evaluation method from the viewpoint of developers, 
as well as included in the guidelines.

Discovering actual issues from the viewpoint of develop-
ers clarified the security measures missing in the evalua-
tion method from that viewpoint, which was also applied 
to a review of the evaluation guidelines. � is will in turn 
improve the quality of future development activities
3.2.1.　Previous Incidents Covered by the Evaluation 
Items in the Guidelines

The guideline aims to evaluate cybersecurity robustness 
against cyberattacks performed by actual attackers (hack-
ers). Therefore, the evaluation methods described in the 
guidelines were used to confirm that past cybersecurity 
incidents can be prevented.

� e list of cybersecurity attack cases targeting automotive 
manufacturers included in the guidelines is presented 
below. In actual attacks on the vehicle, techniques such as 
hardware analysis, � rmware extraction, and reverse engi-
neering were used to steal information, and those tech-
niques are included in the evaluation items in the 
guidelines.

Fig. 2

3 Establishment of Information Security 
Evaluation Method

Fig. 3
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(1) Vulnerability in vehicle infotainment system, Auto-
maker A

A vulnerability that can be exploited by a third party to 
remotely identify vehicle location or control the vehicle. 
The vehicle can be remotely controlled by intruding into 
the vehicle embedded system from an exploited port on 
cellular network and falsifying the CAN controller firm-
ware.
(2) Vulnerability in vehicle infotainment system, Auto-
maker B

A vulnerability that can be exploited to enable a third 
party to remotely control the vehicle. � e vehicle doors can 
be unlocked by sending a command from a telematics 
server set up by the researcher.
(3) Vulnerability in wireless LAN, Automaker C

A vulnerability that can be exploited to enable a third 
party to remotely control the vehicle. � e researcher pre-
sented a method to direct the user to the attacking site 
using a fake Wi-Fi spot. The attack can also be made 
through the cellular network. In this case, a fake email will 
be used to direct the user to the attacking site.
(4) Vulnerability in mobile application, Automaker DA 
vulnerability that can be exploited to enable a third
party to remotely control the settings of the air conditioner 
and other devices in the vehicle. The air conditioner or 
security alarm can be remotely controlled by accessing the 
Wi-Fi spot in the vehicle.
(5) Vulnerability in vehicle infotainment system, Auto-
maker E

Confidential information such as user ID, or password 
may be leaked due to a leftover development setting that 
general users do not use.
(6) Vulnerability in connected service authentication, 
Automaker E

Authentication between smartphones and the server API 
was not implemented, allowing attackers to control other 
vehicles if the last � ve digits of the VIN were identi� ed.

*While this was a vulnerability in the smartphone appli-
cation, it was used to con� rm that the same issue does not 
exist between the server and vehicles or between smart-
phones and vehicles.
(7) Vulnerability in connected service, Automaker F

No expiration period was set for the security token used 
to authenticate the smartphone devices, so in case the 
token was stolen, the door can be unlocked by an attacker.

*While this was a vulnerability in the smartphone appli-
cation, con� rm that the same issue does not exist between 
server and vehicle as well as between smartphone and 
vehicle.
(8) Vulnerability in Telematics Control Unit, Automaker G

A vulnerability that can be exploited to enable a third 
party to remotely control the vehicle TCU.
(9) Vulnerability in connected service, Automaker H

A vulnerability that can be exploited to enable the execu-
tion of unintended code from a USB port inside the vehi-
cle. � e vulnerability was used for AVN customization.
*While this was a local attack, it was taken into consider-
ation as an evaluation criterion for anti-reverse engineer-
ing performance.
(10) Vulnerability in connected service, Automaker I

A vulnerability that may enable the execution of unin-
tended code from a USB port inside the vehicle. � e vul-
nerability was used for AVN customization.
*While this was a local attack, it was taken into consider-
ation as an evaluation criterion for anti-reverse engineer-
ing performance.
3.2.2.　Assumed Level of Evaluation Method

Based on the principles in Subsection 3.2, attacker pro-
� les were analyzed in order to ensure the e� ectiveness and 
practicality of the evaluation, and to set its scope to cover 
up to the level of attacker capable of combining existing 
attack methods to attack new targets and of acquiring and 
utilizing all commercially available hacking devices.

In terms of attack probability, attacks that require 
extremely high level of technical expertise, such as invent-
ing new attacks methods by spending multiple years on 
research and development or utilizing analytics devices 
that only have a few of their kind in existence, are excluded 
from the scope.

3.3.　Evaluation Method Established
3.3.1.　Evaluation Method Overview

The vehicle evaluation was conducted in four phases: 
Reconnaissance, Intrusion, Escalation of privilege, Actions 
on Objectives.
3.3.2.　Evaluation Method in Reconnaissance Phase

In the Reconnaissance phase, in order to avoid ineffi-
ciency of random attacks, prior analysis on system archi-
tecture, functional conditions of the target vehicle is 
conducted to identify the conditions necessary for a suc-
cessful attack. � e analysis involves physical contact with 
the target vehicle.

� is phase has the two following aspects:
(1) Hardware investigation

In the hardware investigation, data extraction is tested 
against all available interfaces of the target embedded 
hardware (vehicle, devices, chips) used for data input/out-
put. Once an attempt was successful, the binary file is 
reverse engineered and the system is analyzed.
(2) So� ware investigation

In the software investigation, communication intercep-
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tion is attempted against wireless communications (TCU 
(3G/4G), Wi-Fi, Bluetooth) and related components with 
the aim of obtaining information necessary for intrusion 
and/or spoo� ng.
3.3.3.　Evaluation Method in Intrusion Phase

In the Intrusion phase, the information obtained in the 
previous phase was used to attempt an intrusion through 
the target wireless interface. From this phase onwards, all 
attacks are attempted through wireless interfaces.

� e attack through a wireless interface is attempted until 
control of the system console is achieved. Also, the attack 
patterns are categorized based on the conditions a� ecting 
the attack method, such as vehicle network access condi-
tions and driver involvement.

� is phase has the four following aspects:
(1) Passive attack with user intervention
(2) Passive attack without user intervention
(3) Active attack exploiting a vulnerability
(4) Active attack using information obtained through com-
munication interception
3.3.4.　Evaluation Method in Escalation of Privilege 
Phase

After a successful intrusion, the necessary privilege is 
obtained through root compromise, jailbreaking or similar 
hacks. If the necessary privilege is obtained immediately 
a� er intrusion, this process becomes unnecessary. Depend-
ing on the error conditions at the time of the arbitrary 
code execution, a workaround for the cause may be 
attempted.

� is phase has two aspects:
(1) Removal of protection
(2) Escalation of privilege
3.3.5.　Evaluation Method in Actions on Objectives 
Phase

A� er being successful in the previous phases, simulated 
attacks are performed to specifically damage the system/
user by compromising security characteristics (con� denti-
ality, integrity, availability) and con� rm the impact caused 
by the discovered intrusion path (vulnerability). DoS 
(Denial of Service) attacks from the external network are 
also tested even if the intrusion fails.

� is phase has four aspects:
(1) Information leakage
(2) Denial of service
(3) Unauthorized operation (related to control)
(4) Unauthorized operation (not related to control)

3.4.　Finalizing the Evaluation Method
� e evaluation method will be updated to re� ect the out-

come of the 2018 field operational test. Specifically, the 
conducting of threat analysis before the initiation of ana-

lytics work and the clarifying of criteria for the evaluations 
as well as the evaluators will be added to the evaluation 
guidelines.

Lastly, based on the outcome of the research, we will 
summarize our suggestions for stakeholders in relation to 
the threats and countermeasures each of them should con-
sider.

Automotive manufacturers should implement counter-
measures to protect from Service disruption due to data 
flooding against ITS cooperative automated driving fea-
tures.

Critical threats that the automotive manufacturers should 
respond to are included as items in the evaluation guide-
lines, in the hope that countermeasures will implemented 
based on the guidelines.

IT service providers should implement countermeasures 
for Disturbing Update against over-the-air (OTA) features.

� e countermeasures are required mainly for information 
systems, such as servers, which are outside of scope of con-
sideration for this project.

However, the topic is separately studied in Cybersecurity 
for Critical Infrastructure within SIP, and cooperative 
action will be important in the future.

� e government and related organizations should imple-
ment countermeasures for Service disruption due to data 
flooding against road infrastructure that cooperates with 
the vehicles.

Currently there is no consideration on cybersecurity 
measures in coordination with automated driving system 
and the acceleration of such consideration is required to 
prepare for the spread automated driving system.

Wearable device and smart device manufacturers should 
implement countermeasures for Data input from unreli-
able sources against V2P devices.

Currently there is no consideration on cybersecurity 
measures in coordination with automated driving system 
and the acceleration of such consideration is required to 
prepare for the spread of automated driving systems.
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� e the�  of cars is a major topic in automotive security. 
In 2010, there was a report(1) that the electronic systems in 
automobiles could be hacked. Since then, cybersecurity in 
automobiles has been the object of attention. In 2015, it 
was demonstrated(2) that controlling a car remotely via a 
mobile phone network was possible.

In recent years, various connected services, such as 
telematics, have become widely available. In addition, con-
necting smartphones to car infotainment systems is gain-
ing in popularity. Under these circumstances, it is expected 
that security measures will be treated accordingly as an 
important issue.

In FY 2014, we conducted the “Survey on overseas trends 
in security technology related to the V2X (Vehicle to X) 
system in the Cross-ministerial Strategic Innovation Pro-
motion Program (SIP): Automated Driving for Universal 
Services (adus). In FY 2015 and FY 2016, we conducted 
Research and development of automobile security for utili-
zation of information obtained by communication such as 
V2X.

From FY 2017, we conducted the security part of the 
Research and Demonstration Project for Social Deploy-
ment of Highly Automated Driving : Automated Valet 
Parking Demonstration Experiment toward the Implemen-
tation in General Society Project (Development of Evalua-
tion Environment for Safety and Security) , which was 
supported by the Ministry of Economy, Trade, and Indus-
try (METI).

2.1.　Basic Concept Underlying Automotive Security 
Measures

In an automobile, communication with the outside of the 
car is the most likely target entry point for a security 
attack. Automobile wireless communication such as 4G / 
LTE or V2X, or wired communication such as OBD-II 
(OBD: on-board diagnostics) are used to communicate 
with the outside world and can become such an attack vec-
tor, as shown in Fig. 1.

As in the IT industry, multi-level defense, or defense in 
depth, is commonly used to protect in-vehicle systems. In 
this project, a four-layer model was used, as shown in Fig. 2.

� e � rst layer is composed of the entire mobility society 
including the cloud and other services, the second layer is 
the whole vehicle, the third layer is composed of the com-
ponents such as the in-vehicle network below the central 

1 Background

2 Abstract of Research and Developments

Fig. 1 Example of the External Communications in Vehicles

Fig. 2 Layered Structure for Automotive Cybersecurity
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gateway, and the fourth layer is the components such as 
ECUs.

2.2.　Research � emes
In this research, the following three themes were set for 

security at the second layer and below, as shown in Fig. 2:
Threat Analysis, Evaluation Methods and Criteria for 

Cybersecurity Countermeasures, and Omitting Message 
Veri� cation in V2X Communication.

A threat analysis was conducted to clarify what kinds of 
threats exist, determine what countermeasures (security 
requirements) are appropriate against the threat, and assess 
whether the expected risk was su�  ciently reduced.

� reat analyses are generally performed based on the fol-
lowing factors: system architecture, use cases (assumed 
usage examples), threat analysis methods, criteria for risk 
assessment, and creation of countermeasures (security 
requirements).

In this section, we surveyed and organized case studies of 
threat analysis in domestic and overseas projects and set 
up the in-vehicle system architecture of automobiles used 
in this research, as shown in Fig. 3.

In addition, to conduct the threat analysis, we � rst built 
the common platform for threat analysis shown in Fig. 4, 
as a tool environment that can integrate the various tech-
niques and methodologies necessary to perform threat 

analysis.

Attack methods using the evaluation systems for the 
whole vehicle, in-vehicle systems, and components were 
developed to examine the evaluation technology and crite-
ria concerning vehicle cybersecurity, and the evaluation 
method was examined.

4.1.　Evaluation at the Component and In-Vehicle Sys-
tem Levels

Investigating the evaluation criteria for cybersecurity 
measures against automotive components (ECUs), requires 
quantifying the possibility of attack. Focusing on the so� -
ware update function (reprogramming), which is an 
important function in the component, a cybersecurity 
evaluation system was developed. In this research, in order 
to evaluate the e� ect of the level of cybersecurity counter-
measures, multiple levels of entropy for the random num-
ber used for security authentication were set in the 
evaluation board.

In the METI project, CAN message authentication in the 
in-vehicle system was also evaluated for vulnerability by 
setting freshness values (FVs).

Figure 5 shows an example of the system used for these 
evaluations. � e signal coming out of the ECU is acquired 
and processed with the PC.

Using this evaluation system, attacks were performed by 
various groups. In both cases weak countermeasures, such 
as low entropy in random number in authentication or a 
small FV saturation number resulted in successful attacks. 
These results show that even if measures are taken, 
improper con� gurations in an implementation turn out to 
be vulnerable.

3 � reat Analysis

Fig. 3 Assumed In-Vehicle System Architecture

Fig. 4 � reat Analysis Platform

4 Study on Evaluation Methods and Crite-
ria for Cybersecurity Countermeasures

Fig. 5 Evaluation System for Component Level
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4.2.　Development of Vehicle Simulation System for 
Security Evaluation

In the security evaluation of in-vehicle systems, actual vehi-
cles are sometimes used, but there are some di�  culties in 
sharing the results of security research, because of di� erences 
in architectures and interfaces depending on vehicle type.

� erefore, it is considered e� ective to construct an evalu-
ation environment that can be commonly used by many 
organizations and engineers. Here, the vehicle simulation 
system based on the in-vehicle system architecture in Fig. 
3 was developed as an open platform security testbed that 
can be used to verify and evaluate security technology.

We developed the prototype of the testbed in the SIP 
project, and the testbed shown in Fig. 6 in the METI project.

The test bed is composed of a telematics control unit 
(TCU) for communication with the outside world, an in-
vehicle gateway (central gateway) receiving communica-
tion data from the outside world, ECUs with models for 
controlling motors, a steering and brakes. � ese elements 
simulate the in-car system of a simple electric vehicle (EV). 
In addition to the TCU, a Wi-Fi connection, as well as a 
wired communication function equivalent to the OBD-II 
port, are implemented.

A dedicated CAN port to monitor what is happening 
inside the evaluation environment is provided, and 
detected illegal message is displayed.

� ese functions make cybersecurity research and evalua-
tion of countermeasures on connected cars possible.

� e V2X communications being put into practical use in 
Europe and the United States, all messages are signed in 
order to prevent spoo� ng or other tampering. Basically, all 
messages must be verified. However, since the signature 
veri� cation processing requires a relatively long computa-
tion time, the messages can not all be processed in the V2X 

on-board unit when many cars are around and thus many 
messages are received.

In order to deal with this problem, a Verify-on-Demand 
scheme (VD scheme) has been proposed as a verification 
omitting scheme in the United States. In this article, we pro-
posed a message veri� cation scheme with priority that can 
deal with advanced DoS attacks better than the VD scheme.

A virtual environment was constructed to verify the e� ec-
tiveness of each scheme. As a result of the evaluation, the 
prioritized message veri� cation scheme showed higher tol-
erance than the VD scheme against advanced DoS attacks. 
Both schemes exhibited low tolerance to DoS attacks 
focused on � lter conditions and algorithm.

In the research project, we assessed the three themes of 
threat analysis, security evaluation technology, and omit-
ting signature veri� cation in V2X communication.

For threat analysis, we set up an in-vehicle system archi-
tecture to analyze and develop a common platform as a 
tool for e�  cient threat analysis.

For security evaluation technology, we built component-
level / in-vehicle system level evaluation systems, and veri-
fied the susceptibility to attacks when a vulnerability 
existed. Also, we developed a simulated vehicle system for 
security evaluations.

For the omission of message veri� cation, we proposed a 
new message veri� cation scheme with priority, and showed 
its e� ectiveness.
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