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Transport - Vehicle Regulations Home Vehicle Regulations 
Working Party on Automated/Autonomous and Connected Vehicles (GRVA)  
UN Task Force on Cyber security and OTA issues (CS/OTA)  

https://wiki.unece.org/pages/viewpage.action?pageId=40829521 

Draft Paper on Recommendations for Cybersecurity   
     Draft proposal to introduce a regulation on cyber security 

Cybersecurity & OTA TF 

https://wiki.unece.org/display/trans?src=breadcrumbs-homepage
https://wiki.unece.org/display/trans?src=breadcrumbs-homepage
https://wiki.unece.org/display/trans?src=breadcrumbs-homepage
https://wiki.unece.org/display/trans?src=breadcrumbs-homepage
https://wiki.unece.org/display/trans/Home+Vehicle+Regulations?src=breadcrumbs-expanded
https://wiki.unece.org/display/trans/Home+Vehicle+Regulations?src=breadcrumbs-expanded
https://wiki.unece.org/display/trans/Home+Vehicle+Regulations?src=breadcrumbs-expanded
https://wiki.unece.org/pages/viewpage.action?pageId=63310525&src=breadcrumbs-expanded
https://wiki.unece.org/pages/viewpage.action?pageId=40829521&src=breadcrumbs-parent
https://wiki.unece.org/pages/viewpage.action?pageId=40829521&src=breadcrumbs-parent
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• Fix  in December 2018 

• 2 Documents are developed 

-Cybersecurity 

-Software update 

Regulation 

Resolution 

Standard(ISO/SAE21434) 

Draft Paper on Recommendations for Cybersecurity   
     Draft proposal to introduce a regulation on cyber security 

Cybersecurity & OTA TF 

40pages 

10 pages 
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Draft of Cybersecurity Recommendation  
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Structure: Cyber Security paper  
How to understand the paper 

How to understand paper 

TFCS/OTA Recommendation on Cyber Security 
Executive Summary of the Work undertaken and 
Recommendation to GRVA 

Chapter 7: Conclusion and Recommendation for further 
proceedings 

Annex D: List of reference documents 

UN Regulation requiring: 
- The vehicle manufacturer to obtain a 

certificate of compliance for their Cyber 
Security Management System  
=> prerequisite to obtain vehicle type approval 

- Vehicle type approval with regard to cyber 
security  

UN Resolution 
- May be used by Contracting Parties, vehicle 

manufacturers and other stakeholders as 
guidance on how to meet the requirements of 
the regulation and how to amend national 
regulations on vehicle registration and/or PTI. 

Chapter 1: Introduction 
Chapter 2: Definitions (and abbreviations) 
Chapter 3: Cyber security principles 
Chapter 4: Threats to vehicle systems and ecosystem 
Chapter 5: Mitigations 
Chapter 6: Requirements for cyber security processes and 

how to evidence their application 
Annex B: List of threats and corresponding mitigations 
Annex C:  List of Security Controls related to mitigations 

incl. examples 

1. Scope    
2.    Definitions   
3.    Application for approval   
4.    Markings    
5.    Approval    
6.    Certificate of compliance   
7.    Specifications   
8.    Modification and extension of the vehicle type   
9.    Conformity of production    
10.  Penalties for non-conformity of production   
11. Names and addresses of technical services responsible for  
        conducting approval tests and of Administrative departments 
Annexes  
1.   Information document   
2.   Communication form    
3.   Arrangement of approval mark   
4.   Model of certificate of compliance 

Annex A 
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Regulation Document -1 
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Regulation Document -2 
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                                               Annex 1   
1.General 

1.1.Make (trade name of manufacturer): ................................................................. 
1.2.Type: ................................................................................................................. 
1.3.Chassis: .............................................................................................................. 
1.4.Commercial name(s) (if available): ................................................................... 
1.5.Means of identification of type, if marked on the vehicle (b): ........................... 
1.6.Location of that marking: .................................................................................. 
1.7.Category of vehicle (c): ..................................................................................... 
1.8.Name and address of manufacturer: .................................................................. 
1.9.Address(es) of assembly plant(s): ...................................................................... 

2.General construction characteristics of the vehicle 
2.1.Photographs and/or drawings of a representative vehicle: 
2.2.Documents for the vehicle type to be approved describing: 

                a)The outcome of the risk assessment for the vehicle type; 
                b)The vehicle systems (both type approved and non-type approved) which are relevant to the 
 cyber security of the vehicle type; 
                c)The components of those systems that are relevant to cyber security; 
                d)The interactions of those systems with other systems within the vehicle type and external 
 interfaces; 
                e)The risks posed to those systems that have been identified in the vehicle type’s risk assessment; 
                f)The mitigations that have been implemented on the systems listed, or to the vehicle type, and 
 how they address the stated risks; 
                g)What tests have been used to verify the cyber security of the vehicle type and its systems and the 
 outcome of those tests. 

3.The number of the certificate of compliance 

Regulation Document -3 
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Annex 2 Communication Form 

Annex 2  Regulation Document -4 
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Annex 3 Arrangement of Approval Mark 

Regulation Document -5 
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Annex 4 Model of Certificate of Compliance 

Regulation Document -6 
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Resolution Document- 1 
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Resolution Document- 2 
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Resolution Document- 3 


