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Submutted by UN TF-C5/0TA GEVA-OL-XX

Annex A Draft proposal to introduce a Regulation on
Cyber Security

United Wations ECE mranswr 2920105

Economic and Social Council pit: Geneal
DDMMYYYY

Ongmal- Enghsh

Economic Commission for Europe

Inland Transport Commuittee
World Forum for Harmonization of Vehicle Regulations

XX session

Geneva, DD-DD MM YYTY

Item X3 of the provisionz] agenda

Draft new Eegulation on software updates

Draft new Regulation on uniform provisions concerning
the approval of cvber security

Submitted by the expert from xxx 7

The text reproduced below was prepared by the experts from xxx
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1.General

1.1.Make (trade name of manufacturer): ..o
A Yo 1< SRR UTPPRRPPIN
I T o = 11 13 RPN
1.4.Commercial name(s) (if available): .......uueueiiiiiiiiiiiii e
1.5.Means of identification of type, if marked on the vehicle (b): ......cceeeeeeennnnnnnes
1.6.Location of that Marking: ......oooe v
1.7.Category Of VENICIE (C): coeeeeeee e
1.8.Name and address of manufacturer: ..........ooouveiiiiiiiiiii e
1.9.Address(es) of assembly plant(s): .....ceeeeeeeieiiiieeeeeee e

2.General construction characteristics of the vehicle
2.1.Photographs and/or drawings of a representative vehicle:
2.2.Documents for the vehicle type to be approved describing:
a)The outcome of the risk assessment for the vehicle type;
b)The vehicle systems (both type approved and non-type approved) which are relevant to the
cyber security of the vehicle type;
c)The components of those systems that are relevant to cyber security;
d)The interactions of those systems with other systems within the vehicle type and external
interfaces;
e)The risks posed to those systems that have been identified in the vehicle type’s risk assessment;
f)The mitigations that have been implemented on the systems listed, or to the vehicle type, and
how they address the stated risks;
g)What tests have been used to verify the cyber security of the vehicle type and its systems and the
outcome of those tests. 5

3.The number of the certificate of compliance
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Annex 2 Communication Form

Annex 2

Communication form
COMMUNICATION

{Maximum format: A4 (210 x 297 mm))

issued by : Name of administration:

concerning: 2/ APPROVAL GRANTED
APPROVAL EXTENDED
APPROVAL REFUSED
APPROVAL WITHDRAWN

PRODUCTION DEFINITELY DISCONTINUED
of a vehicle type with regard to xxx equipment pursuant to Regulation No. X

Approval No. ........... Extension No. ..o

p. %
10
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Regulation Document -5

Annex 3 Arrangement of Approval Mark

Annex 3
Arrangement of approval mark

Model A
(See paragraph 4.2 of this Regulation)

v

XXX R -002492 |

A

<]

s
[\
(I ][]
(%]

a=8 mm min

The above approval mark affixed to a vehicle shows that the road vehicle type concerned has been approved mn
the Netherlands (E 4). pursuant to Regulation No. xxx, and under the approval number 002492. The first two
digits of the approval number indicate that the approval was granted in accordance with the requirements of
Regulation No. xx.

11
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Regulation Document -6

Annex 4 Model of Certificate of Compliance

Annex 4
Model of certificate of compliance

CERTIFICATE OF COMPLIANCE
WITH REGULATION No. [Cyber Securtty Regulation] xxx
No. [Reference number]
[....... Approval Authority]
Certifies that

U B D11 7 1 S UR
Address of the manufacturer: e
complies with the provisions of paragraph 7 of Regulation No. xxx
Checks have been performed on:
by (name and address of the Type Approval Authority or Technical Service):

Number of report:
The certificate 1s valid until [...__date]

Done at [..... Place]

[.............Signature]

12
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Resolution Document- 1

Annex B List of threats and corresponding mitigations

1. The examples within this annex are not to be viewed as mardatory within any assessment of 2 system. This
annex 15 mformative. That 15 if provides examples of possible threats and mutigations but these are not to be
wiewed as complete or appropriate to all vehicle systems or designs.

2 This annex consists of two parts. Part A of thys annex describes the example of vulnerability or attack method.
Part B of this annex desenbes the example of mitigation to the threats.

3 The examples should be considered by veluele manufacturers and supphers dunng the design development,
testing and implementation of vehicles and thew systems, as appropnate. The examples of vulnerability or
attack method mm Part A 15 infended to help velicle manufacturers, supplers and competent authontes to
understand the threats e g_ attack enfries or security holes. The examples of mitigation in Part B 15 intended to
belp velucle manufacturers, supphers and competent authorifies to consider what utization mav be available
te reduce nsks for the threats idenhfied ez usable mdustrial standards. Detailed securty controls
comrespondmg to the mitization are described in Annex C to thas recommendation.

4. The lugh level vulnerability and its comresponding examples kave been mmdexed m Part A. The same mdexing
has been referenced in the tables m Part B to link each of the attack/ulnerability with s corresponding
mitigation measures.

5. The threat analysis shall also consider possible attack outcomes. These may help ascertain the sevenity of a
risk and identify additional nsks. Possible attack cutcomes may include:

Safe operation of velicle affected

Vehicle functions stop working

Software modified, performance alterad
Software altered but no operational effects
Data mtegriy breach

Data confidentality breach

. Loss of data availabality

8 Other, mchiding crommahty

S e

6. As technology progresses new threats or mutigations should be considered. Thiz annex may also need to be
periodically updated to ensure it contents reflact state of the art_

Part A. Examples of vulnerability or attack method related to the threats

1. High level descriptions of threats and relating vulnerability or attack method are histed in Table 1.

Table 1 List of examples of vulnerability or aftack method related to the threats

High level and sub-level descriptions of valnerabibity/ Example of vulnerability or attack method
threat
4 31 Threats 1 Back-end servers used as a 1.1 | Abuse of privileges by staff (inzider attack)
regarding back-end means to attack a vehicle or

12 Unauthorized intermet access to the server (enabled
for example by backdoors, unpatched system
software vulnerabiihes, SQL attacks or other means)

servers extract data

13 Unauthorized physical access to the server
{conducted by for example TUSB sticks or other 13
media connecting to the server)
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Annex C  Examples of Security Controls related to mitigations

1. Introduction
11 This annex is informative.
12. This annex may be referred to by Technical Services and other stakeholders, if required, to aid thewr

understanding of possible secunty controks.

13. The examples of security controls withm this annex are not to be viewed as mandatory withm any
assessment of 2 system The examples listed are not necessanly exhaustive or appropnate to all vehicle
systems or designs.

14 As technology progresses new secunity controls should be considered. This annex may also need to be
perodically updated to ensure itz content reflects state of the art.

2. Mapping between high level mitigations given in Annex B and more detailed
examples of security controls

2.1 The following table provides further detail on example secunty controls for the “Mitigations”. The list of
security controls in this table 15 not exhaustive. Smmilarly it may not be necessary to apply all secunty
controls histed. The selection will depend on a risk assessment and any legal contractual regulatory
requirements mn a specific Intelligent Transport Systems / Automated Driving env

ID Ningation Security controls that may be relevant, with informative example:
M1 Becurity Controls shall be [3.1 Secunty policies
kpplied to back-end 3.2 Organizational secunty
bvstems to minimize the  |3-3 Human resource securnity and security awareness
risk of msider attack 3.4 Asset management
3.5 Access control
Dual control principle apphed

Role based access controls ("need to know"” prmeiple. “separation of
duties”) and appropriate trainmg for staff

3.6 Cryptographic security

3.7 Physical and environmental security

3.8 Monitoring

Staff activity logging/ monitoring mechanisms
Security mformation and event management
3.10 Software security

13.12 Securtty mncident management

3.13 Information exchange

M2  PBecurity Controlks shall be |3.5 Access control and authentication

kpplied to back-end 3.6 Cryptographic security
Evstems to minimize 3.7 Physical and environmental security
mnauthorzed access 3.8 Monitoring

Monitor server systems and communications
3.9 System design
Securely confizurmg servers (e.z. system hardening)
Protection of external internet connections, including
authentication/venfication of messages recerved and provision of encrypted
communication channels 14
Manage the nsks and security of cloud servers (if used)
3.10 Software secunty
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(B

311
3111
3112

Further information on Security Controls

The following provides further informative details or suggestions regarding the example security controls
provided in the above table.

The selection of appropnate security controls and the application of the mplementation guidance
provided, will depend on the vehicle design as defined by the vehicle type, its risk assessment and any
relevant legal contractual, or regulatory factors.

Security policies
Guidance related to secunty policies specified in ISO/SAE 21434 may apply.
The followmg points may also apply:

Policies for cybersecunity shall be -

employees 3.8 Montonng
Policies to be reviewed at planned J.9.1. uidance related to field momtonng specified m ISO/SAE 21434 mav apply.
suitability, adequacy and effective 383  The following points may also apply:
¢  Svetem monttonng for unexpected messagesbehaviour
#  Enacting proportionate physical protection and monitonng
* Monttormg of server systems and commumcations
#  Systems to defect and respond to sensor spoofing
¢  Sesnion manasement policies to avowd session hnackme
Suppler relationships security

Guidance related to distributed development specified m ISO/SAE 21434 mav apply..

The points mav also apply:

*  (Cyber securnty requmrements for matigating the rizks associated with supplier’s products’ system to
the manufacturers products/syvstem shall be agreed with the suppher and documented

#  All relevant cvber securtty requirements shall be established and agreed with each suppher that may
access, process, store, communicate, or provide mfrastructure components for, the manufacturers

*  Asreements with suppliers shall include requrement= to address the cvber secunty risks associated
with mformation and commumeations technology services and product supply cham

*  Manufacturer shall regularly monitor, review and audit suppher service delivery

# (Changes to the provision of services by supphers, including mamtaming and mmproving existing
cyber security policies, procedures and controls, shall be managed. taking account of the enticabity 15
of business mformation, systems, components and processes mvolved and re-assessment of nisks



