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Vehicle cybersecurity concerns
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Privacy – vehicle as a data hub Theft – physical  cybersecurity Safety - impacts of security failures now 

include injury or death
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The vehicle attack surface
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■ Entry points to attack the vehicle

- Remote

- Physical

■ Vehicle as an IoT attack vector

■ Attacks move “down the stack” as 

countermeasures improve
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Standards, regulations and state-of-the-art

■ Regulations mandate the minimum acceptable 

requirements e.g. for type approval

■ Standards define common requirements based on 

industry accepted best practice 

■ How can we “raise the bar” to: 

- Ensure consumers are able to trust connected and 

autonomous vehicle technology in the long term

- React more effectively to the dynamic threat landscape

- Address cybersecurity in the context of other related 

risk-based disciplines

State-of-the-
art

Engineering and 
assurance

Standards

SAE J3061

ISO/SAE 21434

Regulations

e.g. UNECE
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Risk driven engineering approach

Verification, validation and 

assessment

REACTIVE ENGINEERING

PROACTIVE ENGINEERING
Development Lifecycles Based on 

Risk Driven Systems Engineering
(ISO 26262, ISO/PAS 21448, SAE J3061, ISO/SAE 21434)
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 Training and seminars

 Process development

 Engineering support

 Testing and validation

 Assessment and assurance
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What is assurance?

■ Assurance means “confidence” rather than “guarantee”

■ How confident can we be that:

- The design of the product has taken security into account 

and addresses the relevant threats

- The implementation of the product achieves the expected 

level of security

- Appropriate processes are in place to respond to incidents 

during the lifetime and are effective

■ Assurance is more than just testing, it is built up based 

on a combination of activities throughout the lifecycle

Design 

assurance

Testing & 

evaluation

Post-production 

assurance
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Who needs assurance for connected autonomous vehicles

■ Product vendors for their own products and for the 

components supplied by their supply chain

■ Consumers need to have confidence that their vehicle is safe

■ Insurers need to understand how to price cybersecurity risk

■ Governments need to understand risks to critical infrastructure

“Cyber is something customers are making purchasing decisions on,” he said, 

adding that the customer’s notion of a particular company’s cybersecurity 

proficiency is likely to become like many other competitive metrics when it comes to 

winning a spot on a buyer’s consideration list.
(Jeff Massimilla, GM, http://articles.sae.org/15549/)
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Automotive Cybersecurity Through Assurance

■ 5StarS is a consortium partnering HORIBA MIRA, Ricardo, Roke, Thatcham Research 

and Axillium Research

■ “Automotive Cybersecurity Through Assurance” is a collaborative research project 

funded by InnovateUK to address cybersecurity for connected and autonomous vehicles

■ The project will 

- Research and develop an innovative assurance methodology to assure that vehicles and their 

components have been designed and tested to the relevant cybersecurity standards

- Research and develop a consumer and insurer oriented rating framework, analogous to existing 

EuroNCAP type ratings for vehicle safety

- Align with relevant existing and emerging standards and regulations

■ The project will address the challenge of establishing meaningful ways of providing 

cybersecurity assurance to consumers

www.5starsproject.com
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Automotive Cybersecurity Through Assurance
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5StarS “Automotive Cybersecurity Through Assurance” Project

Assurance Framework Risk Rating Framework
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■ Leveraging best practices from other sectors, to deliver cybersecurity assured connected 

and autonomous vehicles more quickly than through legislation/standards alone
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Contact Details
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HORIBA MIRA Ltd.

Watling Street,

Nuneaton, Warwickshire,

CV10 0TU, UK

T: +44 (0)24 7635 5000

F: +44 (0)24 7635 8000

www.horiba-mira.com

Paul Wooderson
MEng CEng MIET

Cybersecurity Principal Engineer &

Team Leader

Direct T: +44 (0)24 7635 5244

Mobile T: +44 (0)7731 010066

E: paul.wooderson@horiba-mira.com

13 November 2018


