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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.
credit: F. Mujica. Scalable electronics driving autonomous vehicle technologies. Technical report, Autonomous Vehicles R&D, Kilby Labs, Texas Instruments, 2014. 

Cloud	services



SIP-Adus Workshop 2017 - J. Petit 2

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.
credit: F. Mujica. Scalable electronics driving autonomous vehicle technologies. Technical report, Autonomous Vehicles R&D, Kilby Labs, Texas Instruments, 2014. 

Cloud	services

1. Pen-testing 
sensors and 
harden them

2. HW/Host-
based security

4. Secure 
external 

(contextual) 
data

3. Use 
“security level” 

as weight

5. Automation-
aware Misbehavior 
Detection System



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
3

Current security efforts of automotive industry

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
4

Current security efforts for Automated Vehicle

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
4

Current security efforts for Automated Vehicle

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 

Cameras

Radars

Sensor 
Processing

Sensor 
Processing

Sensor 
Fusion

3D Scanning 
Lidars

Ultrasound
sensors

Sensor 
Processing

Sensor 
Processing

Action 
Engine

Vehicle 
Controls
- Brake/acc
- Steering
- etc.

Visualization/Display
Sub-system

Raw data Object parameters
- Time stamp
- Dimensions
- Position/velocity

3D Map Actions
- Do nothing
- Warn
- Complement
- Control

Compressed data

V2V / V2I
comm.

Sense Understand Act

GPS
IMS

“Maps”
a priori info

Driver state

Autonomous vehicle platform: a functional diagram

Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.

Cloud	services

Data	storage

credit: F. Mujica



SIP-Adus Workshop 2017 - J. Petit

�

�

�

�
4

Current security efforts for Automated Vehicle

 Scalable electronics driving autonomous vehicle technologies 5 April 2014

to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 
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state of the driver, in case there is a need for an 
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environment. Displays that help the driver visualize 
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new technology. For instance, when drivers can see 
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dual-core MCUs controlling the car’s mechanical 
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state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 
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by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 
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maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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maps and associated cloud-based systems offer 
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The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 
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the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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• Goal: Stress-test OBU implementation and detect vulnerabilities
• Features:

• Works on a Raspberry Pi 3
• Send BSMs: valid, invalid, signed, unsigned, etc.
• Fuzzer
• Monitor impact on receiver
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DSRC ATTACKER TOOL (4/4)
• Next steps: 

• Extend fuzzer, optimize code
• Need access to CV applications
• Field tests
• Post on GitHub :-)
• Port on sUAV
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• Generative Adversarial Network (GAN)
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• Can a GAN generate fake BSMs? (think attacker tool)
• Can a GAN discriminate fake BSMs? (detection)
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 
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1. Identify types of road network

2. Classify cities (150 to date)

3. Simulate V2X and assess privacy
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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Figure 1. A functional view of the data flow in an autonomous car’s sensing and control system.
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INCIDENT DETECTION
• Incident = malicious attack OR faulty sensor (local 

or remote)

• Idea 1: Using V2X to detect faulty local sensors

• Idea 2: Sensor fusion to detect attacks
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vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 
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AUTOMOTIVE PENETRATION 
TESTING TOOL (AUTOPEN)
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• In collaboration with Boston University
• Facilitate pentesting (CAN, RF)
• Correlate CAN and RF signals 
• Open source
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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to-infrastructure (V2I) communications. On-board 

maps and associated cloud-based systems offer 

additional inputs via cellular communications.

The outputs from all the sensor blocks are used to 

produce a 3D map of the environment around the 

vehicle. The map includes curbs and lane markers, 

vehicles, pedestrians, street signs and traffic lights, 

the car’s position in a larger map of the area and 

other items that must be recognized for safe driving. 

This information is used by an “action engine,” which 

serves as the decision maker for the entire system. 

The action engine determines what the car needs 

to do and sends activation signals to the lock-step, 

dual-core MCUs controlling the car’s mechanical 

functions and messages to the driver. Other inputs 

come from sensors within the car that monitor the 

state of the driver, in case there is a need for an 

emergency override of the rest of the system.

Finally, it is important to inform the driver 

visually about what the car “understands” of its 

environment. Displays that help the driver visualize 

the car and its environment can warn about road 

conditions and play a role in gaining acceptance of 

new technology. For instance, when drivers can see 

a 3D map that the vehicle uses for its operations, 

they will become more confident about the vehicle’s 

automated control, and begin to rely on it.

Algorithms and system scaling

With its heavy reliance on cameras, radar, lidar and 

other sensors, autonomous vehicle control requires 

a great deal of high-performance processing, which 

by nature is heterogeneous. Low-level sensor 

processing, which handles massive amounts of 

input data, tends to use relatively simple repetitive 

algorithms that operate in parallel. High-level 
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