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CCDS overview . CCDS

Name: General Incorporated Association - Connected Consumer Device Security Council
Establishment: October 6, 2014

Chairman: Hideyuki Tokuda (Professor of Keio University, Cabinet Security Advisor)
Representative Director: Tsukasa Ogino (Specially Appointed Professor, Kyoto University)
Managing Director: Kosuke Ito (Zero-one Laboratory)

Directors: Atsuhiro Goto (Professor, Institute of Information Security, SIP: PD)

Katsutoshi Hasegawa (President, eSOL Co., Ltd.)
Hiroyuki Hattori (President, Witz Co., Ltd.)

Number of members: 130 (as of the end of Sep, 2016)
(Official members or higher: 44, General members: 62, Academic members: 14, Liaison members: 10)

Main businesses:

1. Internal/external trend investigation on security in various field of life devices, and
interchange/cooperation with internal/external organizations

2.  Development of security technology which satisfies safety and security of life devices

3. Development of security design process, development/preparation of verification method
guidelines and promotion of international standardization

4, Preparation/control of life device verification environment, verification business and human
resource development on security, public relations/dissemination activity, etc.
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(. CCDS

Tendency of Threats on “Connected Car”
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Example: JEEP hacking(BlackHat2015) ¢« CCDS

Research which can remotely operate Jeep without physical modification

B Interference with air conditioner, wiper, brake, transmission and steering.
Automobile information can always be obtained.

B Vulnerability:
- Onboard WiFi was able to be viewed.
- |P_network on Sprint3G network was able to be viewed.
- VB50ECU firmware was replaced with a modified one.
B 1.4 million recalls results in billion-yen scale damages.

Using vulnerability of Chrysler's connected car system "Uconnect"
B Chip set firmware of the entertainment system is updated.
B Interference with air conditioner, wiper, brake, transmission, steering.
B Steering operation is taken during reverse movement.
|

Other vehicle information in the network can be obtained
without update of the firmware.

Automobile information can be taken.
Chrysler takes the action by providing a patch. (< v _
(Update by USB or maintenance ShOp) Image: Uncontrlled rakesuls ih.(Sur:ID)
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Reviewed system

B System model for review

model

CcCCDS

Creation of the system model for review summarizes the automobile function. In analysis of the
threat, the connection interface for attack route, assets protected from an attacker, location of threat,
etc. can be imaged in a better way. Then, referring to the target range before, onboard devices
connected or devices carried in the vehicle such as connection interface with external systems and
onboard head units and are listed. A draft of the model for review was prepared.

Broadcasting Satellite
FM/AM digital
terrestrial television
Qdcasting

Cell phone
base station

Roadside unit

GPS,
% 36/ GS!$7’ ETC/DSRC &
Antenna GPS antenna ;
S i A communication 4‘ Camera Other automobiles
4 WIth external unltv (_DD
.C-Za? —ln—SId.e\-/eFIC_Ie' — ' Onboard communication unit
' "'| frelematics | | ETC/DSRC Diagnosis/
| | terminal onboard uni maintenance!
\ l OBD Il port
I ] Gatleway | Smart key
CD/DVD SD USB WIFI/BT | = | | 1
sLoT(- Onboard unit (Head Unit) I SRR RIS | PO el
RF ECU chassis system; ECU
: : -ECU
DlSpIay ECU Meter, Engine/AT | | Sensorairbag _Aut:?;?;tic
Camera :> A/C, Door, steering Galfsimn
etc. brake, etc. preventlon,etc.
Audio TV Telephone | | Navigation 1 —— | Radar
I video ) Sensor, actuator, etc.

|

|

* The charge system is not applicable and not shown on the figure.
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Onboard unit CCDS

Anticipated threat j

B Anticipated threat and damage

DoS attack to onboard network through external network Stop of all services requiring communication function

Transmission of false message by server spoofing Confusion of users, etc.

Sniffing communication message using a third party receiver Use for unintended service by the operation control
institute

Distribution of message including incorrect position by abusinga  Occurrence of confusion by message distribution
third party GPS signal generator including incorrect position

Spoofing of other onboard unit by abusing an onboard unit from a Confusion by distribution of driving information including
user, or by using a third party communication unit incorrect information

Spoofing of roadside unit by abusing an onboard unit from a user, Confusion by distribution of message including incorrect
or by using a third party communication unit (roadside unit information
spoofing)

Tracing of person's position from the receiving message by using Personal profiling
a third party receiver or by abusing an onboard unit from a user

A third party intentionally stops the ECU control function in normal ECU operation is disabled and the vehicle function is
operation from the 3G/LTE line. disabled.

The vehicle status information is altered from a Bluetooth device The settings are illegally changed and unintended change
such as smartphone by a dealer personnel during maintenance.  of the performance is made.

In normal operation, a third party intentionally causes malfunction
of the information ECU function from the SD card interface.

Normal operation of the information function is disabled.
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For in-vehicle
o)
3.Assumed threat - CCDS

- Equipment of BYOD (Bring your own device)

Connection to Car
Smartphone E B EEEEEEEEEEEEEEEEENI

USB

Possibility of virus

SD
etc

- External network

Communication with external source
Smart key EEEEEEEEEEEEEEEEEEENESN
GPS information

V2V communication Data interception
Cloud data Possibility of takeover
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Threat analysis (- CCDS

MW Iltems of risk characteristics

ltem Details
- Target device Device exposed to threat

Unique to field/common Reference = "(1) Unique to field/common"

3 Classification of threat List examples of threat classifications.
Reference = "(2) Threat classification"
The classification criteria are as follows:
(1) Attributable to operation of user
= “Setting error/virus infection”
(2) Attack method by an attacker is obvious.
= “Sniffing/Dos attack/false messagelillegal relay”

(3) If the attack method by an attacker is not clear or the system suffers
from damage not applicable to the above, the item below is applicable.

= “lllegal setting/information leak/lost log"
If (1) or (2) above is not applicable, "illegal use" is determined.

- Connection I/F (intrusion route) Reference = "(3) Connection I/F (intrusion route)"
- Who made the connection Reference = "(4) Who made the connection”
_ Whom suffers from damage Reference = "(5) Whom suffers from damage”
Where did it occur Reference = "(6) Where did it occur”
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Trend analysis (classification of threat) . CCDS

<> Classification of threats Total number of threats: 232

IR Hien | Middle | Low | Total cound Averasersk [ WER
Setting error 2 0 2 0 4 148 50.0%
Virus infection 14 7 8 0 29 17.3| 72.4%
llegal use 33 18 10 2 63 18.0| 81.0%
lllegal settings 3 8 2 2 15 144 73.3%
Information leak 0 1 1 6 8 72| 12.5%
Sniffing 3 3 2 2 10 132 60.0%
Dos attack 21 12 18 3 94 15.11 61.1%
False message 17 16 4 0 37 19.5] 89.2%
Lost log 0 0 0 1 1 7.5 0.0%
lllegal relay 1 3 5 0 11 125 54.5%

lllegal use: Threat which uses the function of the automobile system by an unauthorized
person due to spoofing or attack on device vulnerability

False message: Threat which gives illegal operation or display on the automobile system by
sending a spoofing message from an attacker.

* Classification of threat: Source Action guide (IPA) on automobile information security

10



Trend analysis (connection I/F)

Ave
_ of & M&H
Connection I/F (Intrusion route) TTL  risk  ratio

IR Hien | Midde | Low | #EA&Ef [URVETH] MaHELE
3G/GSM 17 15 12 47 16.4| 68.1%
Bluetooth 7 3 2 12 18.4f 83.3%
CD 1 2 0 3 20.8( 100.0%
DSRC 0 3 0 3 15.4] 100.0%
E-call service 1 2 0 3| 16.3] 100.0%
interface
GPS 4 4 1 9 17.4( 88.9%
OBD 25 8 11 48 16.4| 68.8%
RF 13 11 2 28 18.3] 85.7%
SD 2 0 3 5 16.0| 40.0%
uUsB 2 3 4 9 14.3| 55.6%
VICS 0 3 0 3 15.4] 100.0%
Wi—Fi 12 11 12 37 155 62.2%
Sensor 2 0 0 2 18.8| 100.0%
Charging station 0 0 1 1 10.0 0.0%
Special equipment 6 5 4 20 12.9] 55.0%

CcCCDS

227
the total number
of cases
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Risk Assessment of Threats on “Connected Car”
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Methods of Risk evaluation . CCDS

In risk evaluation of threat examples, the risk evaluation methods related to onboard units were
investigated from automobile related references.

1) Modified method of ETSI

The risk evaluation of ETSI (European Telecommunications Standard Institute) is classified into
"Occurrence possibility" and "Effect". It is a method to classify the risk values with the product of

values evaluated in 3 levels.

2) CRSS method (application of CVSYS)
CRSS (CVSS based Risk Scoring System) is a risk evaluation method applying CVSS (Common

Vulnerability Scoring System) which has been a proven risk evaluation method in vulnerability
evaluation for information system/unit.

3) RSMA method

RSMA (Risk Scoring Methodology for Automotive system) is a method to determine the "risk value"
into "effect" and "occurrence possibility” with the risk level sheet. The level of "Effect” is determined

after classification into 3 damage types of "safety”, "personal information/privacy" and
"asset/company value".

4) CCDS improvement method
In CCDS, the method to rank the "risk value" for attack "difficulty” and "effect" for user is

used. In the evaluation items, the basic axes are "difficulty” and "effect" to make early
evaluation and development at the initial stage (refer to the general information of "Common

Vulnerability Scoring System™).

© Connected Consumer Device Security Council Proprietary
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AL O G R R P I L Ak

1 Target device Devices exposed to threat

[tem
No

Examples specific to vehicle field are classified to "unique to field".
Unique to field/common Examples which may occur in other 10T devices are classified to
"common".

N

Referring to classification examples in IPA "Action guide on

3 Classification of threat L . o .
automobile information security”, 10 types of threats are classified.

Connection I/F

i - R intr hr
(intrusion route) oute intruded by threat

Referring to risk characteristics in IPA "Development guideline of

Who made the connection? _ . _ :
connecting world", classify the person who made the connection.

Whom suffered from Referring to risk characteristics in IPA "Development guideline of
damage? connecting world", classify the target for damage.

Referring to risk characteristics in IPA "Development guideline of

7 Where did it occur? , _ _ _
connecting world", classify the location of risk.
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CcCCDS

Risk evaluation example analyzed by onboard SWG .

B About 230 threat examples are collected from Japanese/overseas documents for risk evaluation.

Examples of threats Risk characteristics
1]
[} . . . ipn
E_ P —— . Ant|C|pated Target Unfﬁi; to Clte_155|f|fc Connection tht)hmade s\fjv;eorr;d Vz'r:je.re
< n |C|pa e rea device ation of |i/F (intrusion e id it
i damage common | threat route) |connection|  from 5
i g ) ° damage?| OCCUI?
DoS attack on onboard network | Stop of all services Onboard DoS loT I/
i icati Attacker _
1 through external network requiring communication| = "t Common| == 3G/GSM | Attacker | o . | normally
function used
icai User IIF
2 Transm|SS|o_n false message by Confusion of user, etc. Oanard Common mFaIse 3G/GSM | (emor Io'l_' normally
server spoofing unit essage connection) | _function | — ysegd
X . . . I/F
System freeze with streaming Stop of infotainment Onboard False User loT
3 contents using browser bug based services unit Commgn message 8G/GSM | (intentional) function nc:;;ne?jlly
Sniffing of cgmmunica_tion Use for unintended onboard I/E
4 | message using a receiver by a service by operation n qtar Common| Sniffing [ Wi-Fi | Attacker | Information| normally
third party control agency uni used
Distribution of message including Confusion by message Onboard llegal . IIF
5 | incorrect position by abusing a | distribution including nu:i?r Common| rejay GPS | Attacker fOnglpaI normally
third party GPS signal generator | incorrect position unction | ysed
Spoofing of roadside unit by abusing | confusion by distribution of
; Oniuisl stribution lllegal U IIF
an onboard unit from a user, or by driving information including Onbo_ard mmon 3G/GSM |, ST i
6 using a third party communication unit | incorrect information unit Commo use (intentional) | Information nour;ne?jlly
Tracing of person's position from
the receiving message by using a| Personal profiling Onboard | Specific | Informa- . ) s
7| third party receiver or by abusing unit to field | tion leak | Wi~Fi | Attacker [ Information| normally
an onboard unit from a user used
A third party intentionally stops the ECU operation is Specific . IIF
g8 | ECU cpntrol function in normal disabled and the vehicle ECU tg field lllegal 3G/GSM | Attacker fo”g'f‘a' normally
operation from the 3G/LTE line. function is disabled. use unction used
The vehicle status information is | The settings are illegally ' VE
ltered from a Bluetooth device changed and unintended |Onboard | gjecific lllegal Service || rormation |
g | @ : pe 9 Bluetooth : normall
such as smartphone by a dealer | change of the unit to field | setting provider used y
- . performance is made.
personnel during maintenance.
inentionally causes maffuncion | Normaloperatin o he specifc | oo original | VF
10 onatly ca X information function is ECU to field 9 SD Attacker ar normall
y
of the information ECU function disabled use function used
from the SD card interface.
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Risk evaluation example analyzed by onboard SWG

CcCCDS

B About 230 threat examples are collected from Japanese/overseas documents for risk evaluation.

Examples of threats Risk characteristics Comparison of risk values
1]
8 o o ; i Whom
= Anticipated Target | Unique to Classific | connection [Who made Where | Improvement CRSS CCDS
g Anthl pated th reat p device field/ ation of i/F (intrusion the suffered did it method of (application RSJ\]M& improvement
i damage common [ threat | route) |connection| from |- o o ETSI of CVSS) metho method
2 damage? :
DoS attack on onboard network | Stop of all services DoS loT I/ Level Il
through external network frsggt'lr(':]g communication| = U | Common| oo S | SG/GSM Attacker | nction ”(US";ZHV (warning)
icai User I/F i
p | Transmission false message by | Gonfusion of user,etc. | O | commonf FaISe |4 ey | ore o7 | ormany | Major | Level M High
server spoofing unit g connection) | function | ;5eq (4) (warning)
; ; P I/F :
System freeze with streaming Stop of infotainment Onboard False User loT Major Level Il o
3 contents using browser bug based services unit Commgn message 8G/GSM | (intentional) function n(:g;"y (4) (warning) M High
Sniffing of communication Use for unintended I/F Mi
: ) - e Inor Level |
4 message using a receiver by a service by operation Onbo_?rd Common| Sniffing Wi=Fi | Attacker | Information| normally (3) (caution) L Low
third party control agency uni used
Distribution of message including Confusion by message IIF .
. e ) lllegal i
5 | incorrect position by abusing a distribution including On::i?rd Common relgy GPs | Attacker | ©N9inal | normally Major Level Il Middle
third party GPS signal generator | incorrect position function | seq (4) (warning)
Spoofing of roadside unit by abusing Confusion by distribution of "
, ontusi stribution lllegal U I/F Major Level II .
an onboard unit from a user, or by driving information including Onbo_ard 3G/GSM | . USer i i
6 using a third party communication unit | incorrect information unit Common|  yse (intentional) | Information ”cﬂgz”y (4) (warning) M Middle
Tracing of person's position from }
the receiving message by using a| Personal profiling Onboard | Specific | Informa- g ) IIF Minor Level |
7| third party receiver or by abusing unit tofield | tionleak | Wi~Fi | Attacker | Information| normally (3) (caution) L Low
an onboard unit from a user used
A third party intentionally stops the ECU operation is Specific . IIF
g8 | ECU cpntrol function in normal disabled and the vehicle ECU tcr: field lllegal 3G/GSM | Attacker fo”g'f‘a' normally
operation from the 3G/LTE line. function is disabled. use unction used
The vehicle status information is | The settings are illegally Senvi I/E Mai
i changed and unintended | Onboard i ervice ; r .
9 altered from a Bluetooth device change of the unit Spelcmc Illegal Bluetooth | provider Information| pormally” aje Leve_l Il M High
such as smartphone by a dealer [ °1279% & € to field | setting used (4) (warning)
personnel during maintenance. P :
In normal operation, a third party ) -
; : - Normal operation of the Specific - I/F Mi
intentionally causes malfunction . ; L ) lllegal Original Inor Level | 3
: . . information function is ECU sD . normall i
10 of the information ECU function disabled to field use ALacKer |, ction gl y (3) (caution) L Middle
from the SD card interface. )

© Connected Consumer Device Security Council Proprietary
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Validation Check of Risk Evaluation methods

based on the recent vulnerable cases
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Risk evaluation example of threat recently released ~ (° CCDS

B Threat examples 1 to 4 recently released are evaluated for risk.

Latest example of threat

Risk characteristics

Comparison of risk values

Whom

illegally controlled.

- . - . Who made
tem|  Anticipat ted | Target |uniqueto |Classificat | Comnection | ™™ | suffered Vg%e_fe Improvement CRSS ERV| | cchs
: field/ ionof | !/F (intrusion ) § id it method of (application improvement
No. device connection rom method
thre JEEP common threat EILic) 5 damage? | occur? ETSI of CVSS) method
Intrusion in an on
unit is made through g wheel or
mobile unit, the firmwal i e o - 1=
b engine is illegall nboar
01 | of the chip connected to 9 gy |o ubr?i? d Sté)?icelréc lllegal 3G/ GSM | Attacker 822{?;: normally
CAN is rewritten a use used
command is re
sent to CAN. CAII:l]j:]cetis::ge
Device connecting to
internet is connected to pening/closing .
02 | CAN and spoofing ed display ECU Spefzpllf(ljc lMegal |36,Gsm | Attacker | Original | Non-
attack is made thr is to fie use function | proper
a smartphone. EV mobile ed. IIF
apps
Vulnerability of the
authentication system operation
provided by a vehicle of air-conditioner -, I/E
03 |manufacturer is attacked | or fan. or ECU Specific | Illegal |3G/GSM | Attacker | Original
) . function | hormally
and access to the v to field use used
is gained through/ PHEV
It is remotely op .
Password of wirele mobile CEEE
communication is rea i
a third party. The function ; dI? S or . o Level Il
04 |which can be remotely air-condriioner or ECU Specific | lllegal Wi-Fi Original I/F
; ; ’ Attacker . i
operated with mobile app | cancelling anti- to field use function | normally (warning)
of the PHEV vehicle is theft alarm used
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Risk evaluation example analyzed by onboard SWG (= CC DS

B About 230 threat examples are collected from Japanese/overseas documents for risk evaluation.

Examples of threats Risk characteristics Comparison of risk values
1]
8 a..q ; & Whom
= Anticipated Target | Unique to Classific | connection [Who made Where | Improvement CRSS CCDS
£ Anticipated threat p - field/ ation of  [iF (intrusion the suffered did it method of | (application RENR improvement
g ICIp d device ' i method
it amage common | threat route) connection occur? ETSI of CVSS) method
p— p— —_— —_— _— —_— _— e —_— I _— L _— p— —_— I I —_— I | ﬂmﬁ —_— e _— —_— —_— _— p— —_— _— —
| DoS attack on onboard network | Stop of all services DoS loT I/ Level Il
1 through external network ;Sggt'lrg:]g communication| = U | Common| oo S | SG/GSM Attacker | nction ”(US";ZHV (warning)
l- I L _— —_— _— _—— _— —_— _— . _— —— _— _F I_ —_— _— Lﬁ _— _IF_ _L 1' L
2 | Transmission false message by | confusion of user, etc. | ©"P0ard| common| False |4 aqy (error IoT | hormally eve M High
server spoofing unit message connection) | function | seq (4) (warning)
; ; - ; I/F :
System freeze with streaming Stop of infotainment Onboard False User loT Major Level Il .
3 contents using browser bug based services unit Commgn message 8G/GSM | (intentional) function nchSn:jlly (4) (warning) M High
Sniffing of communication Use for unintended I/F Mi
: - - i Inor Level |
4 message using a receiver by a service by operation Onbo_;ard Common| Sniffing Wi=Fi | Attacker | Information| normally (3) (caution) L Low
third party control agency uni used
Distribution of message including Confusion by message IIF .
. e ) lllegal i
5 | incorrect position by abusing a distribution including On::i?rd Common relgy GPs | Attacker | ©N9inal | normally Major Level Il Middle
third party GPS signal generator | incorrect position function | seq (4) (warning)
Spoofing of roadside unit by abusing Confusion by distribution of "
; Onusl stribution lllegal U I/F Major Level Il )
an onboard unit from a user, or by driving information including Onbo_ard 3G/GSM | . ser i i
6 using a third party communication unit | incorrect information unit Common|  yse (intentional) | Information ”cﬂgz”y (4) (warning) M Middle
Tracing of person's position from }
the receiving message by using a| Personal profiling Onboard | Specific | Informa- g ) IIF Minor Level |
7| third party receiver or by abusing unit tofield | tionleak | Wi~Fi [ Attacker | Informationf normally (3) (caution) L Low
s @) GRROOSNNIEEEAM AuiSCle - - o o e . e o o S e e e s ﬁed_. - | e e e S e . .
I A third party intentionally stops the ECU operation is Specific . I/F
8 | ECU control function in normal disabled and the vehicle | EcU pf' d Wlegal | 55/Gsm | Attacker | Original normally
l operation from the 3G/LTE line. function is disabled. to fie use function used
— --rheTeh|£stam |nﬁnatm |s-.l'hegttlngmrem;ally-l _— _— _— — _— —_— _— _ — —_— _I/F — _— 3 —_— —_— _— L _— —
9 alteLed from a IB;:uetogth dgvicle E:Zzgzd;{‘hde”n'me“dw Ont?r?i?rd Specific | llegal |5 ct00th pSr?)C/ildceer Information{ 1 rmally- Major Level Il M
such as smart‘p one by a dealer performance is made. to field setting used (4) (warning)
personnel during maintenance.
In normal operation, a third party ) -
; : - Normal operation of the Specific - I/F Mi
intentionally causes malfunction . ; L ) lllegal Original Inor Level | 3
: . . information function is ECU SD . normall i
10 of the information ECU function . to field use Attacker | ¢ nction y (3) (caution) L Middle
. disabled. used
from the SD card interface.
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Value of Countermeasures

B Threat Analysis

Re-evaluation after

. CCDS

Value of Countermeasures should evaluated by the effect of Risk Reduction values.

before applying countermeasures countermeasures
. . M&H . . M&H
Setting error 2 0 2 0 50.0% 0 2 2 0 |[50.0%
Virus infection 14 7 8 0 |72.4% 12 7 10 0O |65.5%
N
lllegal use 33 18 10 2 181.0% 27 9 23 4 57.1%)
lllegal settings 3 8 2 2 73.3% 0 6 6 0 50.0%
Information leak 0 1 1 6 12.5% 0 1 1 6 12.5%
Sniffing 3 3 2 2 [60.0% 0 4 2 4 140.0%
Dos attack 21 12 18 3 [61.1% 13 8 28 5 [38.9%
False message 17 16 3 0 |91.7% 13 4 17 2 \[47.2% >
N
Lost log 0 0 0 1 0.0% 0 0 0 1 0.0%
lllegal relay 1 5 5 0 |54.5% 1 5 5 0 |54.5%
© Connected Consumer Device Security Council Proprietary 20



Summary :

CcCCDS

e CCDS Guideline WG, Car-SWG studied the threats

analysis and risk assessment.

« There are some interesting results:
— Some trends in threats
— Four assessment methods likely the same

« Countermeasure value could be measured by comparing

to the degrading value of risk before buying the
countermeasure technology.

© Connected Consumer Device Security Council Proprietary
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Thank you for your kind attention.
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